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MAIN AREAS OF IMPROVING ADMINISTRATIVE
AND REGULATORY FRAMEWORK FOR THE
PROCEDURAL COMPONENT OF IMPLEMENTING
GUARANTEES OF LEGALITY IN ACTIVITIES

OF THE STATE BUREAU OF INVESTIGATIONS

Abstract. Purpose. The purpose of the article is to identify the main areas of improvement
of the administrative and legal regulation of the procedural component of the implementation of guarantees
of thelegality of the activities of the State Bureau of Investigation. Results. The article identifies the general
areas of improving administrative and regulatory framework for the procedural component of implementing
guarantees of legality in activities of the State Bureau of Investigations: — improvement of administrative
legislationon the use of control asaninstrument ofadministrativeand regulatory framework; —improvement
of administrative legislation on the use of control as an instrument of administrative and regulatory
framework; — digitalisation of the SBI's activities; — optimisation of the SBI's internal personnel policy; —
improvement of the system of protection of the rights of witnesses involved in criminal proceedings; —
improvement of law enforcement cooperation; — expansion of international cooperation. The following
areas of optimisation of the SBI's internal HR policy are identified: — formation of a centralised system
of professional development; — introduction of mechanisms for periodic certification of professional skills; —
implementation of programmes to support the psycho-emotional health of employees, including regular
testing or psychological counselling (especially important in martial law); — introduction of the principles
of inclusiveness in HR policy. The focus is on improving the system of protection of the rights of witnesses
involved in criminal proceedings through: — expanding administrative witness protection programmes, in
particular, mechanisms for granting witnesses a special protection status and simplifying administrative
procedures in the relevant programmes; — improving information security protection in the activities
of the State Bureau of Investigation; — administrative provision of psychological support to witnesses; —
the State Bureau of Investigation conducting information campaigns among the public to raise awareness
of the importance of testifying and the risks involved. The areas of improving the interaction of law
enforcement bodies to ensure the legality of the State Bureau of Investigation's activities are identified
as follows: — development of mechanisms for interagency communication (through digitalisation
of activities); — conducting interagency trainings and exercises; — exchange of practical experience; —
creation of joint investigative teams; — development of special methods of interaction under martial law.
Conclusions. A separate area is the expansion of international cooperation through: — the State Bureau
of Investigation initiating joint projects within international organisations (Interpol, Europol, OSCE,
NATO, etc.); — integration of the State Bureau of Investigation into international digital data exchange
systems; — improvement of communication with international human rights organisations to ensure
human rights in the course of investigations; — participation of the State Bureau of Investigation in
international programmes, projects and conferences to study current transnational challenges in the field
of law enforcement; — strengthening international cooperation of the State Bureau of Investigation in
the field of financial monitoring (money laundering, terrorist financing, legalisation of illegal income,
etc.); — development and implementation of interstate training programmes.

Key words: administrative jurisdiction, administrative law, administrative procedures, guarantees,
legality, control, monitoring, principles, investigation.

1 0 © Ye. Vasylenko,2024



1/2024

ADMINISTRATIVE LAW AND PROCESS

1. Introduction

In recent years, Ukraine has carried out
a number of reforms related to changes in
the organisation and operation of public author-
ities, the judicial and law enforcement systems
of the country. The further implementation
of international standards in the field of pro-
tection of the rights and interests of citizens
requires not only updating the legal framework,
but also the creation of new public authorities.
The activities of the State Bureau of Investi-
gation, established at the state level to ensure
the interaction of police forces and investi-
gate crimes that pose a national threat, are all
the more interesting. Given that a relatively
short period of time has passed since the estab-
lishment of the State Bureau of Investigation
(hereinafter - SBI), the issue of the establish-
ment, activities and role of this body among
other law enforcement agencies, including pre-
trial investigation bodies, is still insufficiently
covered (Litvinova, 2022).

The activities of the State Bureau of Inves-
tigation have been the subject of scientific anal-
ysis by scholars such as: O. Drozd, O. Ilchenko,
0. Kvasha, O. Klymchuk, O. Levkivska, I. Lit-
vinova, O. Marchenko, E. Riepina, E. Skulysh,
S. Slinko, O. Stepanov, R. Truba, O. Usatyi,
A. Fantsevych, T. Yashchenko and others. How-
ever, the latest socio-political challenges in
Ukraine have a negative impact on the activi-
ties of state law enforcement agencies, which
requires relevant research in this area.

The purpose of the article is to identify
the main areas of improving administrative
and regulatory framework for the procedural
component of implementing guarantees of legal-
ity in activities of the State Bureau of Investiga-
tions.

2. Directions for improving the adminis-
trative and legal regulation of the procedural
component of the implementation of guaran-
tees of the legality of the activities of the State
Bureau of Investigation

In our opinion, the following general areas
of improving administrative and regulatory
framework for the procedural component
of implementing guarantees of legality in activi-
ties of the State Bureau of Investigations should
be identified:

— improvement of administrative legislation
on the use of control as an instrument of admin-
istrative and regulatory framework;

— digitalisation of activities of the State
Bureau of Investigations;

— optimisation of the SBI's internal person-
nel policy of the State Bureau of Investigations;

— improvement of the system of protection
of the rights of witnesses involved in criminal
proceedings;

— improvement of law enforcement cooper-
ation;

— expansion of international cooperation.

3. Control over the use of budget funds
and digitalization of the activities of the State
Bureau of Investigation

Next, each of the above areas will be ana-
lysed. We propose to improve administrative
legislation on the use of control as an instru-
ment of administrative and regulatory frame-
work by introducing the following amendments
and additions to the current legislation:

1. Additional control over the use of budget
funds by the State Bureau of Investigation
should be ensured. Such control should be
exercised by a special entity - the Accounting
Chamber. For this purpose, we propose the fol-
lowing amendments to the Law of Ukraine ‘On
the State Bureau of Investigation: - to sup-
plement part 6 of Article 23 as follows: ‘6. The
Accounting Chamber shall control the SBI's
spending of funds by conducting an audit once
every two years.” (Law of Ukraine On the State
Bureau of Investigation, 2015).

2. The control over the activities of the Pub-
lic Control Council under the State Bureau
of Investigation is imperfect. According to
the internal regulations, the Public Control
Council under the SBI should submit an annual
report on its activities. However, the special
Law of Ukraine ‘On the State Bureau of Inves-
tigation” does not contain a corresponding pro-
vision. In order to introduce mandatory annual
reporting by the Public Control Council under
the State Bureau of Investigation, we propose
the following amendments to the Law of Ukraine
‘On the State Bureau of Investigation’: - to sup-
plement part 4 of Article 28 with the following
wording: ‘The Public Control Council under
the State Bureau of Investigation shall prepare
and publish a report on its activities for the pre-
vious year no later than 1 April on the official
website of the State Bureau of Investigation
under the heading “Public Control Council”, in
accordance with the requirements stipulated by
the Regulation on the Public Control Council
(Law of Ukraine On the State Bureau of Inves-
tigation, 2015).

With regard to the next area, that is, the dig-
italisation of the State Bureau of Investigation,
the following areas of improving administrative
and regulatory framework for the procedural
component of implementing guarantees of legal-
ity in activities of the State Bureau of Investiga-
tions should be identified as follows: 1) creation
of a digital space for interaction between public
authorities, law enforcement bodies and liti-
gants (optimisation of state registers, electronic
document management, digital archiving, etc.);
2) implementation of administrative regula-
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tions in digital form (digitisation of internal
investigation regulations and control proce-
dures, development of electronic algorithms for
employees of the State Bureau of Investigation,
etc.); 3) introduction of training programmes
for SBI employees on the use of digital technol-
ogies in procedural activities; 4) equipping SBI
structural units with modern technical means;
5) improving cybersecurity of SBI systems.

4. HR support and optimization of inter-
nal HR policy of the State Bureau of Internal
Affairs

The next area is stafling of the SBI's activ-
ities, which is currently a holistic phenomenon
requiring an appropriate level of administrative
and regulatory framework. The need to improve
the legal regulations and bylaws of Ukraine in
this regard is caused by both the gaps in the cur-
rent legislation prior to the SBI ‘reset’ reform
and the results of this reform, which exacerbated
the unresolved problems of staffing the Bureau
or caused new problems of regulatory frame-
work for this phenomenon. These and other
problematic aspects of the SBI staffing, as
well as the results of inconsistent and unbal-
anced work of the legislator over the past few
years, justify the need for appropriate changes
(Tymoshenko, 2020).

We argue that the areas of optimisation
of the State Bureau of Investigation’s internal
HR policy should be: — formation of a central-
ised system of professional development; —
introduction of mechanisms for periodic certi-
fication of professional skills; — implementation
of programmes to support the psycho-emotional
health of employees, including regular testing or
psychological counselling (especially important
in martial law); — introduction of the principles
of inclusiveness in HR policy.

We have identified a separate area for
improvement of the system of protection
of the rights of witnesses involved in criminal
proceedings. In our opinion, the main areas
for improvement of administrative legislation
related to the protection of witnesses' rights in
criminal proceedings should be: — expanding
administrative witness protection programmes,
in particular, mechanisms for granting wit-
nesses a special protection status and simplify-
ing administrative procedures in the relevant
programmes; — improving information security
protection in the activities of the State Bureau
of Investigation; — administrative provision
of psychological support for witnesses; — con-
ducting information campaigns among the pub-
lic by the State Bureau of Investigation to raise
awareness of the importance of testimony
and the risks associated with it.
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5. Law enforcement interaction and inter-
national cooperation

The interaction of law enforcement bodies is
also imperfect. In our opinion, the priority areas
of improving the interaction of law enforce-
ment bodies to ensure the legality of the State
Bureau of Investigation's activities should be
as follows: — development of mechanisms for
interagency communication (through digitali-
sation of activities); — conducting interagency
trainings and exercises; — exchange of practi-
cal experience; — creation of joint investiga-
tive teams; — development of special methods
of interaction under martial law.

The last area is the expansion of interna-
tional cooperation through: — the State Bureau
of Investigation initiating joint projects within
international organisations (Interpol, Europol,
OSCE, NATO, etc.); — integration of the State
Bureau of Investigation into international dig-
ital data exchange systems; — improvement
of communication with international human
rights organisations to ensure human rights
in the course of investigations; — participation
of the State Bureau of Investigation in inter-
national programmes, projects and conferences
to study current transnational challenges in
the field of law enforcement; — strengthening
international cooperation of the State Bureau
of Investigation in the field of financial moni-
toring (money laundering, terrorist financing,
legalisation of illegal income, etc.); — develop-
ment and implementation of interstate training
programmes.
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OCHOBHI HATIPIMKHU YIOCKOHAJIEHHS AJIMIHICTPATUBHO-
IIPABOBOTO PEI'YJIIOBAHHS ITPOIE/IYPHOI CKJIAIOBOI PEAJII3AILLT
TAPAHTIIT 3AKOHHOCTI AISJIbHOCTI IEP;KABHOT'O BIOPO
PO3CJIJIYBAHb

Aroraiis. MeTa cTarTi H0JISIra€ y TOMY, 1100 BU3HAYNTH OCHOBHI HAMIPSIMKH YIOCKOHAJIEHHST a/[MiHi-
CTPATUBHO-ITPABOBOTO PETYJIIOBAHHS MPOIE/LyPHOI CKJIA/I0BOI peasi3ailii rapaHTiil 3aKOHHOCTI /[isITbHOCTI
JlepskaBHOTO 010pO po3CinyBaHb. Pezyavmamu. Y cTarTi BUALIEHO 3arajibHi HAIPSIMKH BIOCKOHAJICH-
H4 aIMIHICTPaTUBHO-TIPABOBOTO PETyJIOBAaHHS TPOIEYPHOI CKJIAI0BOI peasisallii rapanTiii 3aKOHHOCTI
AistbHOCTI JlepskaBHOTO GI0PO PO3CJIiLyBaHb: — BJOCKOHAICHHS aJIMiHICTPATHBHOIO 3aKOHOABCTBA 100
BUKOPHCTAHHS KOHTPOJIO K IHCTPYMEHTY a/IMiHICTPAaTHBHO-TIPABOBOTO PETYJIIOBAHHS; — IN(POBi3alis
HisbHOCTI JlepKaBHOTO 6I0PO PO3CIiIyBaHb; — ONITUMI3allig BHY TPIIIHbO-KaAPOBOI oM THKY [lepiKaBHO-
10 GI0PO PO3CJIi/LyBaHb; — BIOCKOHAJICHHSI CHCTEMU 3aXHCTY MPAB CBI/IKIB, sIKi 6epyTh y4acTh y KpUMiHATb-
HOMY HPOBA/KEHHI; — MOKPAIIEHHS B3AEMO/Ii1 TPAaBOOXOPOHHUX OPTaHiB; — PO3MIUPEHHS MisKHAPOJHOTO
criBpobiTHUIITBA. BujiieHo HAPSIMKK ONTUMI3allil BHYTPIIIHBO-KaAPOBOI otk JlepxaBHoro 610po
po3caizyBanb: — (hOPMyBaHHS IEHTPATi30BaHOI CHCTEMH MiIBUAIEHHST KBaTi(iKallii; — BBeIeHHI MeXaHi3-
MiB TiepioinuHoi ceprudikaiii mpodeciiiHnx HaBUYOK; — BIPOBAJZKEHHS TIPOTPAM IiITPUMKH TICHXOEMO-
IIHOTO 310POB’ MPAIliBHUKIB, IKa BKIIOYATHME PETYJIspHE TECTYBaHHs a00 MCUXOJIOTTYHI KOHCYIbTalil
(0cOBIMBO BaKJIMBO B YMOBAX BOEHHOTO CTaHY ); — BIIPOBA/UKEHHS 3aCa/l iHKTIO3UBHOCTI B KaIPOBY T10JIi-
TUKY. AKIIEHTOBAaHO YBary Ha BIOCKOHAJICHHI CUCTEMU 3aXUCTY [PAB CBIJIKIB, siKi 6epyTh y4acTb y Kpu-
MiHaJbHOMY IIPOB/PKEHHI Yepe3: — PO3IIMPEeHHs IIPorpaM a/IMiHICTPaTUBHOTO 3aXMUCTY CBi/IKIB, 30Kpe-
Ma, MeXaHi3MiB /IS Ha/IaHHA CBi/[KaM CIIeliaJIbHOTO CTATyCy 3aXMCTY Ta CHPOIIEHHS aJMiHICTPATHBHUX
HpOIEAYP Y BIANOBIHUX MpOrpaMax; — IOKPAIICHHS 3axucTy iH(OPMAI[iiiHOl Ge3leKy y MisibHOCT
JlepskaBHOTO OIOPO PO3CIIiAyBaHb;, — aAMiHiCTpaTHBHE 3a0€3IE€UEHHsT MCUXOMOTIYHOT THATPUMKH CBIl-
KiB; — npoBeennst [epskaBHrM 0100 po3CIifyBatb iHhOpMALiHIX KaMITaHiil cepe/i HaceJeHHsI 3 METOIO
MiABUIIEHHA 0OI3HAHOCTI PO BaKJIMBICTD CBITYEHHS Ta PUSWKHM, TIOB'A3aHi 3 MM, Buaineno manpsvu
HOKpaIeHHsI B3aEMO/IiT TIPABOOXOPOHHUX OPraHiB sl 3a0€3IeYeH sl TapaHTiil 3aKOHHOCTI JislIbHOCTI
JlepskaBHOTO GI0PO PO3CITiYBaHb: — PO3POOKA MEXaHi3MiB MisKBIZIOMYOi KOMYHiKatliil (3aBAsSKI ITHPPOBI-
3a1lil ZiSIbHOCTI); — MPOBEIEHHS MisKBIIOMYNX TPEHIHTIB Ta HABYaHb; — OOMIH IPAKTUYHUM JOCBIZOM; —
CTBOPEHHSI CIHIJIbHUX CJIiAY0-ONEPaTUBHUX TPYIl; — PO3poOKa 0COOIMBUX METOIUK B3aEMOJIi B yMOBaX
BOEHHOTO cTany. Bucnosxu. OkpeMiuM HAMPAMOM BUIITIEHO PO3MIMPEHHS MiKHAPOIHOTO CIiBPOOITHNI-
TBa uepes: — iHiiioBanHs JlepkaBHUM GIOPO PO3CJIIyBaHb CIIIBHUX MPOEKTIB Y PAMKAX MizKHAPOAHIX
opranizariii (Inrepmos, €spomnosn, OBCE, HATO Tomo); — inTerpaiiiio JlepkaBHoro 610po po3ciigiyBaHb
B MixKHapoAHi 1udpoBi cucreMn 0OMiHY TaHUMK; — MOKPAIleHHs] KOMYHIKallil i3 MiKHADOAHMMHU [PABO-
3aXUCHUMU OPTaHi3alissMu 1711 3a0e31eYeHHsI IIPaB JIOAMHU B IPOLECi PO3CIIIyBaHb; — yuacTb Jlepkas-
HOro GI0PO PO3CJIiJyBaHb y MIsKHAPOAHUX IIPOrpamMax, IPOEKTAX Ta KOHMEPEHIIISAX MOA0 TOCIIKEHHS
CYJacHUX TPAHCHAIIOHAJIBHUX BUKJHUKIB Y cdepi MPaBOOXOPOHHOI [iSITTBHOCTI; — TIOCUIEHHS MiXKHAPO/I-
Hoi criBnparli /[ep:kaBHoro 610po posciiayBanb y cdepi HiHaHCOBOrO MOHITOPUHTY (BiAMUBAHHSIM TPO-
1ieit, hiHaHCYBAHHSIM TePOPU3MY, Jierasizallist He3aKOHHKX JOXOJIiB TOIIO); — PO3POOKY Ta BIPOBAJIKEHHST
MiKIePKaBHUX ITPOTPaM TiABUTIEHHST KBaidikarrii.
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