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INFORMATION SECURITY AS A FUNDAMENTAL
COMPONENT OF NATIONAL SECURITY

Abstract. Purpose. The purpose of this article is to examine the theoretical and methodological
foundations of information security as a fundamental component of national security, which plays
a key role in safeguarding national interests and the security of the state. Results. The article explores
the essence of information security as a fundamental element of national security. The information domain
isincreasingly exposed to both external and internal threats, which, in most cases, pose risks to the interests
of individuals, society, and the state. Information security, as an integral part of national security, plays
a crucial role in the external and internal policies of the state and encompasses all areas of public life.
The article examines the components of ensuring the state's information security and outlines the main
areas of activity of governmental authorities. It defines the system for ensuring information security
and highlights the features, functions, and operational aspects of its actors within the national security
framework. The analysis covers the impact of information security on national security, the challenges
posed by internal and external informational threats, protection of information, information sovereignty
of the state, and information support. Conceptual approaches are proposed for ensuring information
security and developing an information security system to support the proper functioning of the information
space. This includes identifying and preventing threats to national security, the state, and its citizens
in the information domain. Conclusions. The study concludes that the Information Security Strategy
provides a normative basis for ensuring information security within the state’s territory. However, it
lacks provisions for economic security, leading to legal gaps and complications in the implementation
of comprehensive information security. The field of information security is rapidly evolving and requires
urgent regulatory improvement. It is essential to develop a legal framework to protect the rights
and interests of the subjects and objects of information relations. The information domain must be based
on reliable, complete, and timely information, as well as freedom of speech, in order to preserve and enhance
the national information product within the global information space.

Key words: national security, information security, information protection, national security
assurance, information, information leakage.

1. Introduction

In the national security system of the state,
information security playsa crucial role, as it can
significantly influence the resolution of domes-
tic political, foreign policy, economic, and mili-
tary conflicts. Inefficiencies in the organization
of state authorities and civil society result in
abroad spectrum of internal threats to the coun-
try's information security. The issue of legal gaps
in the national information strategy is highly
relevant; their refinement and amendment
would substantially contribute to the successful
resolution of challenges in the political, social,
economic, and other domains of state activity.

The relevance of information security as
a component of national security has been
emphasized by leading scholars in the field
of administrative law, including V.B. Averyanov,
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O.M. Bandurka, Yu.P. Bytyak, V.V. Halunko,
1.P. Holosnichenko, O.Yu. Drozd, T.O. Kolo-
moiets, V.K. Kolpakov, A.T. Komziuk, V.A. Lip-
kan, O.M. Muzychuk, V.I. Kurylo, V.I. Olefir,
S.P. Ponomariov, A.A. Starodubtsev, M.M. Tysh-
chenko, S.O. Shatrava, among others.

The purpose of this article is to examine
the theoretical and methodological founda-
tions of information security as a fundamental
component of national security, which plays
one of the key roles in ensuring the protection
of vital national interests and the overall secu-
rity of the state.

2. Information Security as a Component
of National Security

One of the primary objectives of the state is
ensuring the security of society, as the formation
and development of human civilization have
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always been closely linked with overcoming
various internal and external political threats.
National security cannot be viewed as an iso-
lated or detached phenomenon from public life.
Information support plays a particularly signif-
icant role in this context. At the current stage
of societal development, a wide array of new
information technologies, communication sys-
tems, and telecommunications infrastructure
has emerged, making information a constant
and essential attribute of state functioning.
Informational influence on the state and society
has become more effective than political, eco-
nomic, or even military pressure.

Article 17 of the Constitution of Ukraine
states: “The protection of the sovereignty
and territorial integrity of Ukraine, the provi-
sion of its economic and information security,
shall be the most important functions of the state
and a matter of concern for all the Ukrainian
people” (Constitution of Ukraine, 1996).

Thus, the term “information” is employed
across various scientific and legal disciplines.
It has acquired multiple meanings and is
interpreted depending on the field of activity.
According to the Law of Ukraine On Informa-
tion, information is defined as any data and/
or knowledge that can be stored on physical
media or represented in electronic form (Law
of Ukraine On Information, 1992).

A more comprehensive definition is offered
in the Legal Encyclopedia: “Information” (from
Latin informatio — explanation, representa-
tion, interpretation) is understood as data
concerning individuals, objects, technologies,
tools, resources, events, and phenomena occur-
ring in all areas of state activity, public life,
and the environment, regardless of the form in
which such data are presented. This data may
be expressed in the form of signals, symbols,
sounds, moving or static images, or in any other
way (Shemshuchenko, 1998).

The field of information security is governed
by relevant normative legal acts, including:
the Constitution of Ukraine, the Law of Ukraine
On Information, the Law of Ukraine On
the National Informatization Program, the Law
of Ukraine On National Security of Ukraine,
the Presidential Decree On the Information
Security Strategy, the Concept of National Secu-
rity of Ukraine, as well as applicable interna-
tional standards.

It is appropriate to assert that information
security, as a component of national security,
represents a state of protection of vital interests
of individuals, society, and the state, in which
harm is prevented due to: incomplete, untimely,
or unreliable information; negative informa-
tional influence; adverse effects of information
technology use; unauthorized dissemination,

use, and breaches of integrity, confidentiality,
and availability of information (Sashchuk, 2019).

Modern scholar O.V. Lytvynenko defines
information security as the protection
of information, the safeguarding and control
of the information space, and ensuring an ade-
quate level of informational sufficiency (Lytvy-
nenko, 1997, p. 10).

Researchers M.M. Prysiazhniuk
and Ya.I. Bieloshevych characterize information
security as a state of protection of vital interests
of individuals, society, and the state, in which
harm is prevented due to: incomplete, untimely,
or unreliable information; negative informa-
tional influence; adverse consequences of the use
of information technologies; unauthorized dis-
semination, use, and breaches of the integrity,
confidentiality, and availability of information
(Prysiazhniuk, Bieloshevych, 2013, p. 44).

B. Kormych rightly notes that information
security is the state of protection of legally
established norms and parameters of informa-
tion processes and relations that ensure the nec-
essary conditions for the existence of individ-
uals, society, and the state as subjects of these
processes and relations (Kormych, 2004, p. 92).

In the academic literature, various con-
ceptual approaches to defining information
security can be found. Some scholars consider
it to be a multi-dimensional and multifaceted
phenomenon affecting all spheres of public
life, while others focus on the growing number
of potential threats in the information space
and the increasing destabilizing factors.

The Law of Ukraine On the Concept
of the National Informatization Program defines
information security as an essential component
of national security. Thus, information security
is recognized as an integral part of the political,
economic, defense, and other sectors of national
security. The objects of information secu-
rity include information resources, channels
of information exchange and electronic commu-
nication, mechanisms ensuring the functioning
of electronic communication systems and net-
works, as well as other elements of the national
information infrastructure. As a result of imple-
menting the Program, a comprehensive set
of regulatory documents will be developed
addressing all aspects of the use of computing
equipment for processing and storing restricted
information; a set of national standards for doc-
umentation, maintenance, use, and certification
of information protection software; a database
of tools for diagnosing, localizing, and prevent-
ing viruses; new information protection tech-
nologies using spectral methods; and highly
reliable cryptographic methods of information
protection (Law of Ukraine On the Concept
of the National Informatization Program, 1998).
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The Law of Ukraine On National Security
of Ukraine, which serves as a fundamental guide
forensuring Ukraine’s national security, presents
information security as a systemic and integral
component of national security, albeit without
a precise definition of the term (Law of Ukraine
On National Security of Ukraine, 2018).

Accordingto O.M. Kosohovaand A.O. Siryk,
who have studied the protection of the national
information space in the context of hybrid war-
fare, several key destructive factors have been
identified as having a damaging impact on
Ukraine’s information environment:

1. continuous personnel losses (casualties,
prisoners, and wounded), which contribute to
public distrust in Ukraine’s military-political
leadership, portraying it as unable to control
the internal situation;

2. an inadequate national information secu-
rity system that undermines patriotic sentiment;

3. the active dissemination of external
information campaigns by the Russian Feder-
ation, which influence public opinion towards
accepting a federal structure for Ukraine
and resolving the conflict in the East under
the terms of the Kremlin regime (Kosohov,
Siryk, 2017, p. 39).

Information security is generally inter-
preted as the level of protection of information
processes within the state. The current legis-
lation establishes a range of legal and organi-
zational measures aimed at securing the field
of information security.

The main directions of the Information Secu-
rity Strategy of Ukraine include: ensuring national
information security, countering disinformation,
and resisting information operations. The Strat-
egy defines information security as a component
of Ukraine’s national security, representing
a state of protection of state sovereignty, terri-
torial integrity, democratic constitutional order,
and other vital interests of the individual, soci-
ety, and the state. This includes the proper assur-
ance of constitutional rights and freedoms, such
as the collection, storage, use, and dissemination
of information; access to reliable and objec-
tive information; and the existence of an effec-
tive system of protection and counteraction to
harmful informational influences — including
coordinated dissemination of false information,
destructive propaganda, other information oper-
ations, as well as unauthorized dissemination,
use, and violations of the integrity of restrict-
ed-access information (Decree of the President
of Ukraine On Information Security Strategy,
2021).

3. The Role of State Authorities in Ensur-
ing Information Security

It is appropriate to highlight a distinct list
of powers vested in state authorities regard-
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ing the assurance of information security,
as the implementation of such powers plays
a crucial role in safeguarding national security.
The National Security and Defense Council
of Ukraine operates in the information domain
in accordance with the Constitution and laws
of Ukraine. It coordinates the activities of exec-
utive authorities aimed at ensuring national
security in the information sphere, particularly
through the capacities of the Center for Coun-
tering Disinformation (Decree of the President
of Ukraine On the Information Security Strat-
egy, 2021).

The Cabinet of Ministers of Ukraine plays
a leading role in the field of information secu-
rity, ensuring the formation and implementa-
tion of state information policy, guaranteeing
information sovereignty, allocating funding
for programs related to information security,
directing and coordinating the work of minis-
tries and other executive bodies, and approving
an action plan for implementing the Informa-
tion Security Strategy.

The Ministry of Foreign Affairs of Ukraine,
in the context of information security, contrib-
utes to the promotion and formation of a pos-
itive international image of Ukraine in global
and foreign national information resources
in order to protect its political, economic,
and socio-cultural interests, reinforce national
security, and restore the country’s territorial
integrity.

The Ministry of Defense of Ukraine, as
a member of the National Security and Defense
Council, is authorized to:

1. monitor the information environment
and forecast and identify information threats to
national security in the military sphere;

2. prepare and conduct information defense
activities, coordinating the involvement
of national security actors in these efforts;

3. develop and maintain the system of stra-
tegic communications of the defense forces;

4. carry out legal, organizational, technical,
informational, and other actions to ensure its
own information security, including the pro-
tection of the unified information environment
of the defense forces, especially in deployment
locations of military units and formations
of the Armed Forces of Ukraine and other mili-
tary entities established under Ukrainian law;

5. cooperate with domestic and foreign
media outlets to report on national security
and defense measures, as well as efforts to repel
and deter armed aggression by the Russian Fed-
eration in Donetsk and Luhansk oblasts;

6. counter information operations and other
information influence campaigns targeting
the Armed Forces and other Ukrainian military
formations;
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7. deliver reliable information to members
of the Armed Forces and other components
of the defense forces (Decree of the President
of Ukraine On the Information Security Strat-
egy, 2021).

The Security Service of Ukraine (SSU)
is designated by law as one of the main actors
in ensuring national security. According to
Article 17 of the Law of Ukraine On National
Security of Ukraine, it is responsible for coun-
terintelligence protection of state sovereignty,
constitutional order, territorial integrity,
defense and scientific-technical potential,
cybersecurity, information security, and critical
infrastructure (Law of Ukraine On National
Security of Ukraine, 2018).

The SSU'’s activities in the area of infor-
mation security are regulated by the following
legislative acts: the Law of Ukraine On the Secu-
rity Service of Ukraine, On National Security
of Ukraine, On Operative-Investigative Activity,
On Counterintelligence Activities, On Combat-
ing Terrorism, On the Organizational and Legal
Framework for Combating Organized Crime,
the Information Security Strategy, the Cyber-
security Strategy of Ukraine, as well as rele-
vant international legal instruments. The SSU
identifies, neutralizes, and mitigates threats to
national security in the information domain
within the scope of its authority.

In accordance with the Information Secu-
rity Strategy, the main functions of the SSU
in the information sphere include the spe-
cial monitoring of domestic and foreign mass
media and online platforms to detect threats to
Ukraine’s national security, and counteracting
special information operations aimed at under-
mining the constitutional order, sovereignty,
territorial integrity, or exacerbating socio-po-
litical and economic conditions (Decree
of the President of Ukraine On the Information
Security Strategy, 2021).

Ukrainian intelligence  agencies, in
the sphere of information security, safeguard
national interests abroad and counter external
information threats in the context of national
defense and security.

Article 22 of the Law of Ukraine On National
Security of Ukraine designates the State Service
of Special Communications and Information
Protection of Ukraine as the body responsible
for the functioning and development of gov-
ernment communication systems, the National
System of Confidential Communication, and for
implementing state policy in areas such as cyber-
security of critical information infrastructure,
state information resources and legally pro-
tected data, cryptographic and technical pro-
tection of information, telecommunications, use
of the national radio frequency spectrum, spe-

cial-purpose postal services, and government
courier communications, among other statutory
duties.

The National Council of Television
and Radio Broadcasting of Ukraine is tasked
with protecting Ukraine’s information space
from  propagandist audiovisual  content
of the aggressor state and promoting Ukrainian
broadcasting in the temporarily occupied terri-
tories (Decree of the President of Ukraine On
the Information Security Strategy, 2021).

The powers of the Ministry of Internal
Affairs of Ukraine in the area of informa-
tion security are defined by the Resolution
of the Cabinet of Ministers of Ukraine On
Approval of the Regulation on the Minis-
try of Internal Affairs of Ukraine and by laws
including On National Security of Ukraine, On
the National Police, On Operative-Investigative
Activity, and On the Basic Principles of Ensuring
Cybersecurity of Ukraine.

The Ministry of Internal Affairs is a mem-
ber of the National Security and Defense Coun-
cil of Ukraine and acts as a stakeholder in
the implementation of state information policy.
It also cooperates with other national security
entities to counter threats to national interests
and national security.

The National Police of Ukraine ensures
the protection of individual rights and freedoms,
as well as public and state interests against
cybercrime. It is responsible for preventing,
detecting, suppressing, and solving cybercrimes,
and raising public awareness about cybersecu-
rity (Law of Ukraine On the Basic Principles
of Cyber Security of Ukraine, 2017).

The Prosecutor's Office of Ukraine oper-
ates in accordance with the Constitution
and the Law of Ukraine On the Prosecutor’s
Office. It forms a unified system responsible for:

1. maintaining public prosecution in court;

2. organizing and supervising pre-trial
investigations, including overseeing covert
investigative actions;

3. representing state interests in court in
exceptional cases and as provided by law (Con-
stitution of Ukraine, 1996).

Justice in Ukraine is administered exclu-
sively by the courts, in accordance with Arti-
cles 124—125 of the Constitution of Ukraine
and applicable laws. The courts adjudicate
criminal offenses that threaten national security
in the information domain.

Information security is of great importance
not only for the state but also for the interna-
tional community. The United Nations plays
a significant role in global information security
efforts by developing international legal frame-
works to counteract the unlawful use of scien-
tific and technological advances by terrorist
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groups and organized crime. Issues of infor-
mation security in the context of building
a sustainable global information society are also
actively addressed by several specialized UN
agencies (Frolova, 2018, p. 4).

4. International Information Security

The United Nations defines international
information security as a state of international
relations that excludes violations of global sta-
bility and the creation of threats to the security
of individual states and the global community
within the information space (Dubov, Ozhevan,
2012, p. 61). New international documents were
developed based on the UN resolutions “The
Role of Science and Technology in the Context
of International Security and Disarmament”
and “Developments in the Field of Informa-
tion and Telecommunications in the Context
of International Security.” These resolutions
contain provisions concerning the use of emerg-
ing technologies in both civilian and military
spheres, the application of modern scientific
and technological advancements in weapons
modernization, and the importance of counter-
ing destructive information influences (Kopiika,
2020, p. 103).

The primary goal of international organiza-
tions is security itself, with NATO having most
effectively reformed its policy regarding infor-
mation security. The organization has estab-
lished centers in member states as multinational
institutions for the development of digital secu-
rity doctrines, the enhancement of intergovern-
mental cooperation, the implementation of the-
oretical findings into practical measures against
digital threats, and the exchange of best prac-
tices in information protection among mem-
ber and partner countries. Currently, NATO’s
Cyber Security Center operates in Estonia. It
does not form part of NATO’s military struc-
ture and is funded by sponsoring countries
and NATO member states (Kononenko, Novik-
ova, Kopytska, 2021).

Information security, as a component
of national security, plays a vital role in identi-
fying national interests and security priorities.
The main threat to national security is the infor-
mational influence exerted on society by another
state or actor, which poses risks to Ukraine’s
sovereignty, critical infrastructure, information
resources, strategic communications, and public
consciousness. Disinformation campaigns aim
to impose an alternative system of values on
the state and manipulate the behavior of its pop-
ulation for the benefit of the aggressor.

5. Conclusions

The Information Security Strategy outlines
the regulatory framework for ensuring informa-
tion security within the territory of the state.
However, the legislator does not provide for
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the integration of economic security into
the Information Security Strategy, which results
in regulatory gaps and complicates the pro-
cess of ensuring effective information security.
The information security domain is dynamic
and requires ongoing legal improvement. It is
essential to develop a comprehensive regula-
tory framework aimed at protecting the rights
and interests of the subjects and objects of infor-
mational relations.

The information environment must be built
upon accurate, comprehensive, and timely
information, while simultaneously upholding
freedom of expression and fostering the devel-
opment and preservation of national informa-
tional products in the global information space.

Responsibility for ensuring information
security is currently distributed among various
state authorities and law enforcement agencies.
Therefore, it is necessary to establish a dedi-
cated state body endowed with specific powers
in the field of information security.
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ITHOOPMAIIIITHA BE3IEKA SIK @YHIAMEHTAJIbHA
CKJAZI0OBA HAIIIOHAJIBHOI BE3IIERKA

Abstract. Purpose. Mera crarTi

[IOJISATAE  IOCJI[KEHH]

TeOpeTI/IKO-MeTO[[OJIOl‘i‘{HI/IX OCHOB

inopmariiitoi Gesnexu Sk GpyHIaMEHTaIbHY CKIaI0BY HAILIOHAIBHOI O€3EKH, 110 Bilirpae OHY 3 KJII0Y0-
BUX PoJIeil y 3a0e3IeueHH] HallioHaIbHOT OE3MEKH Ta KUTTEBO BAKIMBIX iHTepeciB nepxasi. Results. Crar-
TSI TIPUCBAYEHA POSKPUTTIO CYTHOCTI iHopMaitiiiHoi Ge3nekn sk pyHIaMeHTaabHOI CKIaI0BOi HAI[IOHAIBHOT
Gesniexn. B indopmariiiniii cdepi cylpoBOIKYIOThCS OSIBY 30BHIIIHIX TaK 1 BHYTPILIHIX 3arpo3, sIKi B Oi/1b-
IIOCT] BUMAJKIB 3arPOKYIOTh iHTEpecamM 0COGMCTOCTI, CYCIIiIbCTBA, AeP:KaBU Ta 1i HallioHaJIbHIN Oestieri.
Indopmartiiina 6esrexa sk CKJ1a0Ba Hal[iOHaJIbHii Ge3Melli Bilirpae BasKIMBY POJIb € CKJIAJ0BOIO 30BHIITHBOT
i BHYTPINTHBOI TIOJIITUKH JIeP;KaBH Ta OXOITIOE BCi chepu JKUTTEMISIMBHOCTI CyCIimbeTBa. PO3TIIsIHyTO CKITa-
JOBI 0710 3abe3medenns indopMaIiitinol 6esnekn aepsKaBy Ta OCHOBHI HATIPSMKHN JiSTbHOCTI IePKaBHAX
oprauis Biaau. Busnaueno cucremy sabesnedens indopmariiiinoi 6esnekn Ta 0co6IMBOCTI (PyHKIOHY-
BamHs Ta GyHKII i cyOekTiB y cepi HaionaabHOi Oesneku. [IpoanarizoBaHo BB iHbopMaliiiHoi 6e3-
TIeKH Ha HAI[OHATbHY (e3TeKy, a TaK0K MPoGIeMu BHYTPIITHIX Ta 30BHINTHIX iH(MOPMAITITHIX 3arpo3, 3aXHCT
incdopmartii Gesnekn, iHGOPMAIIIHOrO cyBepeHiTeTy aepskaBu Ta iHPOpPMaIiiiHOTo 3abe3IeyeHHs. 3ampo-
[IOHOBaHI KOHIENTyaJIbHI MiAX0/11 110710 3a0esnederHst indopmaltiiinoi Gesieku Ta cucreMu iHpopMaiiiHoi
Ge3IeKn Ui HAJIEKHOTO (DYHKIIOHYBAHHS 1H(DOPMAIIIHOTO [POCTOPY, 3 METOK BUSIBJIEHHS Ta MOMEPE/-
JKeHHsI 3aTPO3 HallioHaIbHIN Ge3rert, epskaBu Ta ii rpoMazsHaM B iHdopMaIiitHiii cepi.

Conclusions. 3po6ieHo BUCHOBOK, 110 B Crparerii iHdopmaliiiiHoi Gesrekn BGayaloThest HOPMATHUBHE 3aKpi-
IUIEHHSI 110710 3a0e31eueHHs iH(opMarliiiHoi Gesnexu B Mekax Teputopii aepskasi. 3akoHozaselb B Crparerii
iHdopmariiiiroi 6esnexn He nepegbdadac 3abesnedeH i eKOHOMIYHOI Ge3MeKH, IO MPU3BOAUTD 10 HOPMATUBHIX
HPOraJIH Ta yCKJIa/IHIoe 3a0esnedents indopmartiiitoi Gesnexn. Cdepa iHdopmariiiiHoi Oesrek mocTiiiHo 3ui-
HIOETHCST € HATATBHOIO 1 TTOTpedye HOPMATHBHOTO BocKoHazenHst. CJiisi po3poGHTI HOpMATHBHY TIPABOBY (asy
10710 3a0e3IeYeHH s 3aXUCTy MPaB Ta iHTepeciB cyG'eKTiB i 00'ekTiB iHdopMariitnux BigHockH. [HpopMariiina
chepa nosuHHa Gy/1yBaTUCs Ha IOCTOBIPHIN MOBHIIL, cBO€uacHiii iHdopmalli Ta cBOOOLY ¢JI0Ba 1IO/IO BAOCKOHA-
JIeHHSI, 30epesKeHHsT HAIOHATBHOTO iH(DOPMAIIITHOTO IPOYKTY Y CBITOBOMY iH(OpPMAITITHOMY TTPOCTOPI.

Kmouosi crosa: navionanvna 6esnexa, ingpopmauiina 6esnexa, ingopmayitinuil 3axucm, sabesnevens
nayionanvrol besnexu, ingopmauis, sumox iHpopmay;i.
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