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MODERN CONCEPT OF ADMINISTRATIVE
AND LEGAL PROTECTION
OF CYBERSPACE IN UKRAINE

Abstract. Purpose. The purpose of the article is to cover the modern concept of administrative and legal
protection of cyberspace in Ukraine, relying on the systematic analysis of the positions of scientists, reference
materials and provisions of current legislation. Results. It is found that information legislation should
regulate the contradiction between the needs of the individual, society and the State in expanding the free
exchange of information and certain restrictions on its dissemination. Today, Ukraine has hundreds of laws
and other legal regulations focused on the development of information processes, the protection of the national
information space, the acceleration of integrated processes in the world information space. It is underlined
that the main purpose of law enforcement bodies' performance is to combat dealers of harmful digital services
and related tools; thus, it is advisable to establish a register of such suppliers with a questionable reputation,
including IT companies, other business entities, thereby ensuring control over the situation in the digital
economy. Conclusions. The article covers the concept of administrative and legal protection of cyberspace
in Ukraine as a defining, strategically established, modern model of the national idea, the system of legal
measures and processes of effective protection of cyberspace, which further develops general policy on
information security and accelerates the integration processes of using the opportunities of cyberspace by
Ukrainian society. The fundamentals underlying the modern concept of administrative and legal protection
of cyberspace in Ukraine are defined as follows: 1) The elaboration of effective information legislation
and national strategic instruments on the use of cyberspace should be a priority; 2) The cybersecurity
actors’ practical activities should be improved; 3) New programs, measures and tools to protect information
and counteract cyberattacks should be created; 4) High-quality digital services should be ensured; 5) The
focus should be on an intensive and secure entry of Ukrainian society into the world cyberspace.

Key words: administrative protection, administrative means, administrative and legal framework,
State information policy, information security, information, cyberspace, sovereignty.

1. Introduction

The rapid development of information tech-
nology is gradually transforming the world.
Every day we are faced with the need to use
information technologies - from social networks,
posting information about our personal data on
the Internet to using ATMs, bank accounts, etc.
This raises the question of whether the problem
is addressed by national legislation and how
to protect one’s own information from cyber-
criminals. Of particular concern is the possi-
bility of the development, use and proliferation
of information weapons, the resulting threats
of information wars and cyberterrorism,
whose negative effects are comparable to those
of weapons of mass destruction. The illegal
creation, collection, receipt, storage, use, dis-
semination, security, protection of information,
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illegal financial transactions, theft and fraud on
the Internet continue to spread. Cybercrime
has become a transnational problem and has
the potential to significantly harm the interests
of the individual, society and the State in gen-
eral [6, p. 180—186].

In order to prevent cybercrime and generally
protect the information sovereignty of the State,
a new concept of administrative and legal pro-
tection of cyberspace in Ukraine should be
developed.

Current issues of cyberspace in the context
of administrative law in Ukraine were studied in
their scientific works by V. Bukhariev, V. Hapotii,
O. Herasymova, S. Horova, V. Horovyi, S. Dem-
chenko, O. Dovhan, D. Dubov, H. Duhinets,
Yu. Lisovska, V. Markov, V. Nabrusko, O. Oli-
ynyk, A. Pysmenytskyi, V. Polevyi, O. Radutnyi,
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P. Rohov, O. Skrypniuk, O. Solodka, V. Suprun,
V. Torianyk, A. Cherep, and others.

However, given the duration of hybrid war-
fare, the intensification of cyber-attacks of State
portals and other information infringements
in the public sector, the relevance of scientific
research in the field of cyberspace acquires new
features and characteristics.

The purpose of the article is to reveal
the modern concept of administrative and legal
protection of cyberspace in Ukraine, relying on
the systematic analysis of the positions of scien-
tists, reference materials and provisions of cur-
rent legislation.

2. Cyberspace as a subject matter
of administrative and legal protection

First, the concept of cyberspace as a subject
matter of legal protection should be defined. The
analysis of the related concept of “cybersecu-
rity” allows defining the object of administrative
and legal protection (according to V. Bukhar-
iev) cybersecurity is a certain legal institution,
protected within the scope of the rules of admin-
istrative law and is carried out by individual
State bodies on the basis of imperative and hier-
archy. Moreover, the scientist elucidates fea-
tures of cybersecurity as an object of adminis-
trative and legal protection, such as: a) A clear
definition of the content of administrative
and legal protection of cybersecurity is absent;
b) Administrative and legal protection of cyber-
security, although it is a single legal institution,
is enshrined in provisions of different legal reg-
ulations on the activities of the relevant State
authorities; ¢) It is enforced not only in legal
relations arising in the sphere of administra-
tive offenses. The concept has a broader scope
of application, including not only deterrence
of violations but also prevention; d) The basic
principles of cybersecurity have only recently
been incorporated into the relevant legal regu-
lation, the Law of Ukraine “On the Basic Princi-
ples of Cyber Security of Ukraine”); e) A special
conceptual apparatus (Bukhariev, 2018, p. 182).

In our view, cyberspace is a valuable subject
matter of administrative and legal protection
and is an information space derived from the use
of computer technologies and systems, the func-
tioning of which ensures interactive communi-
cation in society.

Next, from the current perspective of sci-
entists on the concept of protection of cyber-
space, the dominant problem is the formation
of effective administrative and legal protection
of cyberspace in Ukraine is the need for its safe
operation at the administrative, programmatic
and procedural levels (Azarova, Tkachuk, Niki-
forova, Shyian, Khoshaba, 2019).

Accordingly, the development of the concept
of administrative and legal protection of cyber-
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space in Ukraine should focus on the effec-
tive implementation of plans and measures
of the concept of protection at the adminis-
trative, programmatic and procedural levels
of the implementation of legal relations.

The State, with its arsenal of a wide range
of means of influencing public relations in
the information sphere, should naturally be
the main actor of information security policy.
If information security is considered as cer-
tain conditions, parameters and character-
istics of information processes taking place
in the information sphere of the State, then
the State has the possibility, through legal reg-
ulation, to define uniform, universally binding
standards of information processes that meet
the security requirements of the forces exer-
cising political power in that State. This is
the basis of public policy on information secu-
rity, embodied in the relevant legal regulations.
The level of information security depends not
only on the goals of the relevant public policy,
but also its content (Foros, 2018, pp. 180—186).

Modern challenges and threats to cyber-
driven critical infrastructure as a strategic
object of the State require guarantees and effec-
tive improvement of legislative, institutional
and other instruments for the implementation
of public policy on information. In addition,
the critical infrastructure of Ukraine is based on
thesecurity and defence sector, consisting of four
mutually agreed components: security forces;
defence forces; defence and industrial complex;
citizens and public associations. To this end, it
should be emphasised that the Ukrainian Secu-
rity Service has special tasks in the institutional
mechanism for ensuring the critical information
infrastructure of Ukraine. This relates primar-
ily to counter-intelligence protection of State
sovereignty, constitutional order and terri-
torial integrity, defence, scientific and tech-
nological capabilities. In addition, a national
system of confidential communication, making
of public policy on cyber protection, namely,
cryptographic and technical protection of infor-
mation, telecommunications, use of Ukraine’s
radio frequency resource, special purpose mail,
government field communication, etc., should
be established at an appropriate level (Lisovska,
2019, pp. 162-171).

3. Administrative and legal protection
of cyberspace in Ukraine

Since Ukraine faces hybrid warfare, it has
been possible at the state level to synchronise
measures for the development of armament
and military equipment, with measures for
the reform and development of the defence
and industrial complex. These measures
are aimed at restructuring, reorganisation
and corporatisation of enterprises of the defence
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and industrial complex and improvement
of the management system of such complex;
introduction of the mechanism of strategic
management of the defence and industrial com-
plex; provision of financial control of enter-
prises; integration of science and production;
improvement of the system of standardisation,
quality unification and management (Lisovska,
2019, pp. 162-171).

Information legislation  should regu-
late the contradiction between the needs
of the individual, society and the State in
expanding the free exchange of information
and certain restrictions on its dissemination.
Today, Ukraine has hundreds of laws and other
legal regulations focused on the develop-
ment of information processes, the protection
of the national information space, the accelera-
tion of integrated processes in the world infor-
mation space. The most significant laws are: “On
the protection of personal data”, “On the pro-
tection of information in information and tel-
ecommunication systems”, “On information”,
“On the printed media (press) in Ukraine”, "On
the Protection of Industrial Design Rights",
"On Copyright and Related Rights", "On State
Support for Mass Media and Social Protection
of Journalists”, "On the Procedure for Covering
the Activities of State and Local Authorities in
the Ukrainian Mass Media", “On the National
Informatisation Programme”, and others
(Foros, 2018, pp. 180—186).

Cyber security and cyberspace of Ukraine
for a long time remained out of sight by domes-
tic researchers, and then civil servants. For
more than 20 years, the young Ukrainian State
has not spent its efforts on forming not only
an effective and reliable military force, but also
information security. The leadership of the State
made no efforts to strengthen the defence capa-
bility of the country, and rather weakened it
by lack of progress in the fight against corrup-
tion and the domination of the Russian media
and secret services. As a result, in the spring
of 2014, after a long confrontation between
Ukrainian citizens and the Yanukovych regime,
Russia resorted to a special operation to annex
Crimea and contribute to the war in the Don-
bas. An important role in this special operation
was played by information factors and cyber-at-
tacks of Russian hackers in order to paralyse
government structures and influence the for-
mation of public opinion in Ukraine through
Russian-controlled media. Long and massive
cyberattacks caused significant material and rep-
utational losses for Ukrainian public structures,
banking system, industrial facilities and private
business. At the same time, Ukraine began to
understand the seriousness of cyberspace secu-
rity as a component of national security and this

contributed to the creation of the cyber police,
the State strategy for cybersecurity, the adop-
tion of a number of legal regulations on cyberse-
curity, strengthening of the State protection in
the national cyberspace security (Katerynchuk,
2018).

All cybersecurity actors have a range of both
specific and general powers. Common features
of cybersecurity actors are: first, they use coer-
cion in their activities in order to exercise their
statutory functions; second, cybersecurity
actors are in a systemic relationship with other
actors in an administrative legal relationship
based on hierarchy; third, the activities of cyber-
security actors are aimed not only at suppress-
ing cybersecurity offences, but also at ensuring
that such violations are not possible, through
monitoring activities (Bukhariev, 2018, p. 185).

The main purpose of law enforcement bod-
ies' performance is to combat dealers of harmful
digital services and related tools, it is advis-
able to establish a register of such suppliers
with a questionable reputation, including IT
companies, other business entities, thereby
ensuring control over the situation in the dig-
ital economy. According to I. Revak, the main
areas of strengthening cyberspace are contin-
uous modernisation of information and tele-
communication technologies; strengthening
of communication security, namely improve-
ment, development and launch of the latest data
protection programs; the legal regulatory mech-
anism and coordination of actions to create
separate elements of the cybersecurity system;
introduction and use of blockchain technology.
The activities of law enforcement bodies to
prevent (minimise, neutralise) real and poten-
tial threats should include: long-term and sus-
tainable effective communicative cooperation
and close communication between the various
units of the internal affairs bodies and other
State bodies; activities of different departments
and subordinate law enforcement bodies in
the field of information technologies for collec-
tive functioning and coordination of purposes;
more intensive use (application) of electronic
evidence, information and telecommunication
technologies and registers; development of cri-
teria for regulating secret data on effective cir-
cumstances, establishing software access of var-
ious internal affairs bodies, which effectively
counteract crimes in digital computer technol-
ogy and cyberspace (Revak, 2021, pp. 164—169).

4. Conclusions

To sum up, the concept of administrative
and legal protection of cyberspace in Ukraine
as a defining, strategically established, modern
model of the national idea, the system of legal
measures and processes of effective protection
of cyberspace, which further develops general
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policy on information security and accelerates the integration processes of using the opportunities
of cyberspace by Ukrainian society.

It is possible to formulate the fundamentals underlying the modern concept of administrative
and legal protection of cyberspace in Ukraine as follows:

1) The development of effective information legislation and national strategic instruments on
the use of cyberspace should be a priority;

2) The cybersecurity actors’ practical activities should be improved;

3) New programs, measures and tools to protect information and counteract cyberattacks should
be created,;

4) High-quality digital services should be ensured;

5) The focus should be on an intensive and secure entry of Ukrainian society into the world
cyberspace.
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HOBITHSI KOHIENIIA AAMIHICTPATUBHO-IIPABOBOI'O 3AXUCTY
KIBEPIIPOCTOPY B YKPAIHI

Awuorauisi. Mema. Meta cTaTTi M0JTa€ B TOMY, 106 Ha OCHOBI CHCTEMHOTO aHAJII3y MO3UIIIIl BUEHHX,
JIOBIJTHUKOBUX MaTepiasiiB Ta HOPM YMHHOTO 3aKOHOJIABCTBA PO3KPUTU HOBITHIO KOHIIENIIIIO afIMiHICTpa-
THBHO-TIPABOBOTO 3aXMCTY KibeprpocTopy B Yipaini. Pezyavmamu. 3'sicoBano, 1o iHpopMarriiine 3aKo-
HOJIABCTBO MA€E PETyJIOBATH CYNIEPEUHICTh MixK ITOTpebaMu 0coOH, CyCIIbCTBA Ta AePKABU Y PO3LUIUPEHHI
BisibHOrO 0OMiHY iH(OpMAalli€r Ta okpeMuMu 0OMeReHHsIMU Ha 1i nomupentst. ChoroHi Ykpaina mae
COTHI 3aKOHOJIABYMX Ta iHIIUX HOPMATHBHO-NPABOBUX aKTiB, 1O 30Pi€EHTOBAHI HA PO3BUTOK iHbOpMa-
IIITHYX TIPOIIECiB, 3aXNUCT HAI[IOHAIBHOTO iH(GOPMAIITHOTO TTPOCTOPY, TPUCKOPEHHS iHTETPaTBHUX TIPO-
1eciB y cBiToBoMy iHdopmariiinomy npocropi. Harosomeno, 1o 0CHOBHOIO METOIO JiSJIBHOCTI IIPaBo-
OXOPOHHUX OpPraHiB € 60poThOa 3 AUIEPAMU TIKIATUBIX III(DPOBUX MOCAYT Ta BIAMOBIAHUX iHCTPYMEHTIB,
JIOIIJIBHAM € CTBOPEHHS PEECTPY TAKMX MOCTAYATbHUKIB, SIKi MAIOTh CYMHIBHY PEIyTaIlifo, B TOMY YHCJT
IT-xoMmanill, iHmux cy®’eKTiB rocnogapioBaHHs, THM CaMUM 3a0e3Me4YnBIIN KOHTPOJIb HAJl CUTYAI[I€I0
y cdepi mudpoBoi exoHomiku. Bucnosxu. Y cTaTTi pO3KPUTO KOHIETIIIO aIMiHiCTPATHBHO-TIPABOBOTO
3aXUCTY KibepIpocTopy B YKpaiHi K BUSHAUAJIbHY, CTPATeriuHO-3aKPIIIeHY, CyJacHy MOJIeJIb HAlliOHA b~
HOI i1e], crcTeMy MPABOBUX 3aXO/iB Ta IPOIECIB ehEeKTUBHOIO 3aXUCTy KibeprpocTopy, 1o 3abesieuye
Ta B TIOMAJIBIIOMY PO3BHBAE 3aTaJbHy MOJITHKY iH(hOpMAaIiiiHol 6e3leKy Ta TMPUCKOPIOE iHTerpariiimi
[poIeCH BUKOPMCTAHHS MOMKJIMBOCTEH KiOeprnpocTopy yKpaiHChKUM CYCILIbCTBOM. BusHaueHo 3aca-
1 (hOPMYBAHHS HOBITHBOI KOHIEIIIIT a/IMIHICTPATHBHO-IIPABOBOIO 3aXUCTY KibeprpocTopy B YKpaiHi:
1) mepuroueproBum Mae ctati popMyBaHHs eheKTUBHOTO iH(MOPMAaIiTHOTO 3aKOHOIABCTBA Ta HAIlIOHAb-
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HUX CTPATETIYHUX JOKYMEHTIB MOZ0 BUKOPHUCTAHHSA MOKJIUBOCTEH KiGEPIPOCTOPY; 2) YAOCKOHATEHHS
HPaKTUYHOI AisibHOCTI cy0'ekTiB 3abesnedentst kibepOesneku; 3) CTBOPEHHS HOBUX TIPOTPAM, 3aXO/iB
Ta IHCTPYMEHTIB 3axucTy iHpopmallii Ta mporuil kibepatakam; 4) 3abe3medeHHs BUCOKOI IKOCTI HAlaHHST
1 POBUX MOCIYT; 5) 30CEPe/FKEHHS Ha IHTEHCUBHOMY Ta Ge3MeYHOMY BXO/KEHH] YKPAiHChKOTO CYCITiTb-
cTBa y cBiTOBUIT KiGeprpocTip.

K040Bi ciioBa: agMiHiCTpaTUBHIN 3aXUCT, aIMIHICTPaTUBHI 3aC00M, aAMiHICTPaTUBHO-TIPABOBI 3aca-
1M, epskaBHa indopMariiina moitika, inopmariiina 6esneka, iHGopmariist, KibeprpocTip, CyBepeHiTeT.
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