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THE ESSENCE OF INFORMATION SOVEREIGNTY
FROM AN ADMINISTRATIVE LAW PERSPECTIVE

Abstract. Purpose. The purpose of the article is to form the modern essence of information
sovereignty from the perspective of administrative law in Ukraine, relying on the systematic analysis
of the positions of scientists, reference materials, and provisions of current legislation. Results. It is
noted that the State has some duties only where it has a certain interest: only what works to strengthen
the State, to protect it from external aggression and internal strife, can be the subject matter of its systemic
protection, support and all kinds of care. Conversely, what constitutes a threat to the interests of the State,
it is not obliged to support; moreover, it is interested and engaged in limiting and minimising influence
and development. The humanitarian policy of the State should be aimed at strengthening its sovereignty
and, accordingly, may more or less coincide with the humanitarian policies of the individual cultural
groups composed of the citizens of that State. It is established that the Concept of State Sovereignty
needs to be modernised by integrating the classical and new information powers of the State, which are
characteristic of the globalised information world. Information sovereignty is not an independent category
of constitutional law: this term describes the specificity of the sovereign powers of the State in the global
information space regarding the independent formation of national information policy and national
security. Conclusions. It is concluded that information sovereignty as an information part of State
sovereignty is a particularly valuable object of the administrative and legal protection in the context
of the development of information society and conditionally is under full protection of the information
security of the State. Information sovereignty is the independent information and spatial boundary
of the use of information space, information resources and information technologies of each State, which
by integrated processes is integrated into the global information space and at the same time represents
the national interests of the State, specificities of its State information policy and the concept of protection
for the expression of the State information identity and the subjective participation in the information
exchange at the global level.

Key words: administrative protection, administrative means, administrative and legal framework,
State information policy, information security, information, cyberspace, sovereignty.
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1. Introduction

In the context of strategical security for
the internal sources of State sovereignty, it is
not only possible but also advisable to resort
to its external sources. Only if in a State, as
well as its leaders, the National Idea, which has
the function of integrating all the country’s cul-
tural groups, is the subject matter of protection
of the sovereignty of the State: the State as such
does not deserve sovereignty, but only the State
as the embodiment of a national idea. Therefore,
itis not only possible but also advisable to resort
toexternal sources of State sovereignty, provided
that the internal sources of State sovereignty
are strategically safeguarded (Boichenko, 2020,
pp. 158—-173).

© 0. Zubko, 2022

The State has certain duties only where
it has a certain interest: only what works to
strengthen the State, to protect it from external
aggression and internal strife, can be the sub-
ject matter of its systemic protection, support
and all kinds of care. Conversely, what consti-
tutes a threat to the interests of the State, it
is not obliged to support, moreover, it is inter-
ested and engaged in limiting and minimising
influence and development. The humanitarian
policy of the State should be aimed at strength-
ening its sovereignty and, accordingly, may
more or less coincide with the humanitarian
policies of the individual cultural groups com-
posed of the citizens of that State. This means
that such cultural groups are bound to support
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the State and consistently fulfil these obliga-
tions if they expect to promote their partisan
interests. The embodiment and quintessence
of this cohesion of individual cultural groups
around the task of safeguarding the sover-
eignty of the State is their recognition of a com-
mon national idea based not on ethnic, but on
political fundamentals. A common national
idea legitimises the sovereignty of the State
in their eyes. The State provides assistance to
different cultural groups as an embodiment
of a common national idea and not as an out-
sider. On the other hand, a State cannot a pri-
ori accept or a priori reject such assistance, but
it must depend on whether or not the cultural
group has fulfilled its obligations towards
the State (Boichenko, 2020, pp. 158-173).

In the process of realisation of the national
idea, questions arise on protection of informa-
tion sovereignty as the newest category of infor-
mation society.

Current issues of information sover-
eignty in the context of administrative law in
Ukraine were studied by V. Hapotii, O. Hera-
symova, S. Horova, V. Horovyi, S. Demchenko,
O. Dovhan, D. Dubov, H. Duhinets, V. Markov,
V. Nabrusko, O. Oliynyk, A. Pysmenytskyi,
V. Polevyi, O. Radutnyi, P. Rohov, O. Skryp-
niuk, O. Solodka, V. Suprun, V. Torianyk,
A. Cherep, and others.

However, given the duration of the hybrid
war, the intensification of cyber-attacks against
State portals and other information intrusions
in the public sector, the relevance of scientific
research in the field of information sovereignty
acquires new features and characteristics.

The purpose of the article is to form
the modern essence of information sovereignty
from the perspective of administrative law in
Ukraine, relying on the systematic analysis
of the positions of scientists, reference materials
and provisions of current legislation.

2. Foundations of State sovereignty

The online Stanford Encyclopedia of Phi-
losophy gives the following definition of sover-
eignty: “Sovereignty, though its meanings have
varied across history, also has a core meaning,
supreme authority within a territory. It isa mod-
ern notion of political authority. Historical var-
iants can be understood along three dimensions
— the holder of sovereignty, the absoluteness
of sovereignty, and the internal and external
dimensions of sovereignty” (Boichenko, 2020,
pp. 158—173; Philpott, 2020).

State sovereignty is defined in the Dec-
laration of State Sovereignty of Ukraine as
the supremacy, autonomy, completeness
and indivisibility of the authority of the Ukrain-
ian State within its territory, which is an inde-
pendent and equal actor of international rela-
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tions (Declaration of State Sovereignty
of Ukraine, 1990). Therefore, the main spatial
limit of the exercise of sovereign rights by
a State is its territory. However, the very con-
cept of “territory” in the process of historical
development has undergone serious changes.
At first, the territory was considered to be
the continental part of the Earth, later on States
began to protect their interests in bordering ter-
ritories, defined today as the continental shelf
and the exclusive (maritime) economic zone.
In the nineteenth century, it became urgent
to define the territorial boundaries of the sov-
ereign rights of the State in the information
space due to the rapid development of the latest
technologies and the transition of mankind to
a qualitatively new paradigm of social develop-
ment — the information society. It is believed
that the nature of cyberspace has not met tra-
ditional geographic concepts for a long time
(Corn, Taylor, 2017, p. 207). Accordingly, today
there is an urgent need to determine the sover-
eignty of the State in a new dimension — infor-
mation and determination of the boundaries
of the exercise of information sovereignty
of the State (Solodka, 2020, p. 40; Ternavska,
2021, pp. 80-89).

A. Skrypniuk believes that the concept
of "State sovereignty” develops in relation
and depending on popular and national sov-
ereignties. State sovereignty is a political
and legal characteristic of the modern State,
which isexpressed in the supremacy of its power
within the country and its external independ-
ence. It is directly linked to sovereign State
authority, characterised by the autonomy to
resolve issues in the political and legal sphere
and the supremacy of State authority in rela-
tions with other types of social power; is char-
acterised by indivisibility and unity and can-
not be divided among other actors in political
and legal relations; means the independence
and equality of the State in external relations.
The sovereign State is the one with external
and internal sovereignty. In the context of real
construction of a democratic, legal and social
State, sovereignty acquires new characteris-
tics, such as: efficiency of State power, reality
of constitutional system, stability and sus-
tainable development of all spheres of activ-
ity of the State and society. State sovereignty
depends on the legitimacy, legality and effec-
tivenessof the organisation and exercise of State
authority, which is directly linked to the form
of public administration. One of the impor-
tant areas of ensuring State sovereignty in
Ukraine is the approval and stabilisation
of the parliamentary-presidential form of gov-
ernment with the strengthening of “parliamen-
tary elements” (Skrypniuk, 2021, pp. 11-19).
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The Concept of State Sovereignty needs
to be modernised by integrating the classical
and new information powers of the State, which
are characteristic of the globalised information
world. Information sovereignty is not an inde-
pendent category of constitutional law, this
term describes the specificity of sovereign pow-
ers of the State in the global information space
regarding the independent formation of national
information policy and national security (Ter-
navska, 2021, pp. 80—89).

Accordingly, State sovereignty should be
considered not only from the political and eco-
nomic perspective, but also from the informa-
tion one, since the full power and effectiveness
of a political or economic decision is directly
dependent on information, on the basis of which
it has been adopted, as well as on communica-
tion with the makers of this decision. That is,
it is about the information component of State
sovereignty (Polevyi, 2018, pp. 139-144).

As a variant of the definition of the cate-
gory of “information sovereignty”, V. Suprun
suggests the following: this is certain data
resources resulting from the exercise of free-
dom by the State, at the expense of the State or
the entities of the State, as a result of the reali-
sation of the right to information, which ensures
its equality in the international information
space, which indicate its copyright to the State,
authorities, local self-government and other
public authorities. This is provided for by
international standards enshrined in the inter-
national and European Conventions to which
Ukraine has acceded, as well as by interna-
tional and inter-State treaties concluded by
the authorities of Ukraine. The provision
of information sovereignty by the State includes
the following factors: — The right to informa-
tion should belong to the State or its authori-
ties; — The exercise by the State of information
sovereignty includes ensuring its information
security; — The realisation of information sover-
eignty should be based on information freedom
and equality (Suprun, 2008, 39).

3. Specificities of information sovereignty
of the State

O. Radutnyi argues that the definition
of the content of the concepts of "national
security”, "information security”, "State sov-
ereignty”, "information sovereignty" ("State
sovereignty in the information sector") within
the domestic legal field and at the level of reg-
ulatory framework for human rights and free-
doms, should be the existence of individualis-
tic principle of distribution of values (national
interests are conditioned by natural, individual
human rights and freedoms, State institutions
are subject to the realisation of individual
values and interests, and all other interests,

including public, social, national, etc. derived
from individual) but in the practical applica-
tion of existing legislation — Statism (a certain
absolutisation of the importance of the State),
which forms a certain dissonance (Radutnyi,
2016, pp. 98-91).

O. Solodka argues that information sover-
eignty of the State is a legal feature, consisting
in the supremacy, independence, completeness
and indivisibility of its authority in the informa-
tionspace of Ukraine, equality and independence
in relations with other States in the global infor-
mation space. The legal category of sovereignty
is the characteristic that enables the relevant
authorities of the State to implement specific
measures to ensure information security. In fact,
information security, as regulated by law, must
reflect the state of art in the exercise of infor-
mation sovereignty by the State. Information
sovereignty is a fundamental principle of infor-
mation security (Solodka, 2020, pp. 232—239).

The informational component of State
sovereignty means the right and the actual
possibility, in accordance with the legislation
and taking into account the balance of inter-
ests of the individual, the State and society
to define and implement internal information
policy, guarantee information security and act
as an equal actor of external (international)
information exchange. Therefore, public admin-
istration in the information sector should aim
at: — filling the domestic and world information
space with reliable and positive information
about Ukraine and the events taking place in
it; — promoting the creation of quality con-
tent; — promoting the development of informa-
tion technologies; — ensuring information secu-
rity (Polevyi, 2018, pp. 139-144).

According to Solodka, the issue of deter-
mining the components of information sov-
ereignty of Ukraine and their legal nature
can be considered from two main approaches:
the identification of functional sectors (aspects)
of information sovereignty or the identification
of its system elements. In the most general form,
information sovereignty of Ukraine, as a com-
plex category of information law, the elements
thereof reflect various forms of information
and areas of its expression in modern society,
includes the following functional aspects: infor-
mation-humanitarian, and information techno-
logy (Solodka, 2020, pp. 23-29). The informa-
tion-humanitarian component of information
sovereignty includes three aspects: national
(popular), State and individual. These aspects
can be detailed through cultural, ideological,
spiritual components, etc. (Solodka, 2020,
pp. 23-29). The information technology com-
ponent is implemented in general through
the concept of digital sovereignty and is asso-
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ciated with cyberspace, that is an environ-
ment resulting from the interaction of people,
software and services on the Internet with
the help of technological devices and networks
connected to them, which does not exist in any
physical form (Solodka, 2020, pp. 23-29).

Information sovereignty of the State is
reflected in its ability, in accordance with
the provisions of national and international law,
to determine independently national interests
in the field of information and to implement
them through State internal and external infor-
mation policy. This includes the ability to pro-
vide information security, to manage national
information resources, to create a national
information infrastructure for national infor-
mation space, create conditions for its integra-
tion into the world information space (Solodka,
2020, pp. 232-239).

In general, the relationship between infor-
mation sovereignty and information security
is reflected in the following: — Information
sovereignty is an absolute feature of the mod-
ern State and a legal basis for ensuring its
information security; — The object of ensur-
ing both information sovereignty of the State
and the information security of the State is
the national interests of Ukraine in the informa-
tion sphere; — Information sovereignty is exer-
cised through the sovereign right of the State
to ensure information security and is the basis

for its exercise; — Virtually all measures aimed
at maintaining information sovereignty are
simultaneously measures, aimed at ensuring
information security, therefore, information
sovereignty of the State is a condition for its
information security; — Information sover-
eignty of the State determines its independence
in the global information space, and ensures
the independent participation of the State in
the international information security system
(Solodka, 2020, pp. 232—-239).

4. Conclusions

To sum up, information sovereignty as
an information part of State sovereignty is a par-
ticularly valuable object of the administrative
and legal protection in the context of the devel-
opment of information society and condition-
ally is under full protection of the information
security of the State.

Information sovereignty is the indepen-
dent information and spatial boundary
of the use of information space, informa-
tion resources and information technologies
of each State, which by integrated processes
is integrated into the global information space
and at the same time represents the national
interests of the State, specificities of its State
information policy and the concept of protec-
tion for the expression of the State information
identity and the subjective participation in
the information exchange at the global level.
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CYTHICTb IHOOPMAI[IITHOTO CYBEPEHITETY 3 IO3MUIIIT
AIMIHICTPATUBHOTIO ITPABA

Anoraiis. Mema. Meta cTaTTi TI0JI4ATa€ B TOMY, 100 Ha OCHOBI CHCTEMHOIO aHAMI3y MO3UIN yye-
HUX, IOBITHNKOBHUX MaTepialiB Ta HOPM YIMHHOTO 3aKOHO/[ABCTBA C(HOPMYBATH CyJacHY CyTHICTH iHbOp-
MalliifHOTO CyBepeHiTeTy 3 MO3UIlil aAMiHiCTpaTUBHOTO IpaBa B YkpaiHi. Pe3yavmamu. HaromnomnieHo,
10 JIepsKaBa MAE MeBHi 3000B’si3aHHsT JIMIIE TaM, Jie BOHA MA€ TIEBHUIT iHTepeC: JIUIIE Te, IO MPAIOE HA
3MIIHEHHS Jlep/KaBy, Ha 1i 3aXKCT BiJl 30BHIIIHBOI arpecii i BHYTPIlIHbOrO posbpary, Moxe OyTu mpes-
MEeTOM ii CHCTeMHOT0 3aXUCTY, HiITPUMKH 1 BCLISIKOro MiKIyBaHH:. | HaBmaky, Te, [0 CTAHOBUTDH 3aTPO3Y
iHTepecaM jiep:kaBu, BOHA He Jiuilie He 3000B's13aHa MiTPUMYBATH, aJle, HABIIAKU, MA€ IHTEPEC i 3aBIaHHsI
0OMeKyBaTH i MiHIMI3yBaTH y BILIMBI Ta po3BUTKY. [yMaHiTapHa II0JTiTHKA fepKaBu Ma€ OyTH CIIPSIMOBa-
Ha Ha 3MII[HEHHS il CyBepEeHITeTY, a BiAMOBIAHO, MOsKe Gi/bIIO0 a60 MEHIIOW Mipok 36iraTucs 3 ryMaHi-
TapHUMU TIOJITUKAMK OKPEMUX KYJIBTYPHUX IPYIL, IKi YTBOPIOIOTb IPOMA/ISHHU 11i€] iepkaBu. 3'SCOBaHO,
o KoHrermiist 1ep:kaBHOTO CyBepEHITETy MOTpeby€e CBOET MOIEPHI3aIlii MIITXOM iHTErpattii KIaCHIHIX
Ta HOBHX iH(MOPMAIIHIX IPABOMOYHOCTEN JIePKaBH, XapaKTePHUX Vs [I00aIi30BaHOTO iH(bOpMAITiii-
Horo cBity. [Hdopmaniiinuii cyBepeHiTeT He € CAMOCTIHOIO KaTeropi€lo KOHCTUTYIIHHOTO TIpaBa, Ieit
TePMiH XapakTepusye creluiky CyBepeHHNX MPABOMOYHOCTEH JepKaBy y II0baIbHOMY iH(popMaliiiHo-
My [IPOCTOPI I[0/I0 CAMOCTIHHOTO (hOPMYyBaHHS HAIIOHAIBHOI iHDOPMAI[IHHOT TOJITUKY Ta 3a0€31eUeHH s
HarioHabHoi Korienmii epskaBHOTO CyBepeHiTeTy, moTpebye CBOEI MojepHizallii IIsaxoM iHTerpaiii
KJIACMYHMX Ta HOBUX iH(OPMAIIiHUX PaBOMOYHOCTEH AepiKaBU, XapaKTePHUX st [J100ali30BaHOro
inopmarriitnoro csiry. Bucnoexu. 3pobieHo BUCHOBOK, 110 iH(opMaiiiiHuii cyBepeniter sk iH(opma-
IiiiHa YacTHHA JePKABHOTO CYyBEPEHITETY € 0COBIMBO MIHHICHUM 00’ €KTOM aAMiHICTPaTHBHO-TIPAaBOBOTO
3aXWCTY B YMOBaX PO3BUTKY iH(MOPMAIiTHOTO CYCTiIBCTBA Ta YMOBHO TiepebyBaE Ti/] TOBHOIO IPOTEKIIIEIO
inopmarriitnoi Gesneku nepxasu. [HpopMmaliiiHuii cyBepeHiTeT — 11e caMocTiiiHa iHhopMaIiiHO-IIPOCTO-
pOBa Meka BUKOPUCTAHHS iH(pOPMAaIiiiHOTOo TIPOCcTOpY, iHopMalliitHuX pecypciB Ta indopMaIiitnux Tex-
HOJIOTI# KOJKHOI JIepsKaBH, M0 KOMILIEKCHUMH TIPOIIECAMU IHTETPYEThCSI B TI00anbHIMiT iHdopMartiitHmit
[POCTIP Ta OAHOYACHO BUPAKA€E HAIIOHAIBHI IHTEPECH JepsKaBU, 0COOJIUBOCTI 11 IepKaBHOI iHbOpMAITiii-
HOI MOJITUKY Ta KOHIIEMNTIii 3aXUCTY, /IS BUPAYKEHHS 3araibHOIEPKABHOI iH(MOPMAITITHOT iZIeHTUIHOCTI
Ta cy0’eKTHOI yuacTi B iHpopMaIiifHoMy 0O6MiHi Ha TI06aTLHOMY PiBHi.
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