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DIGITAL RIGHTS AND DIGITAL RESPONSIBILITIES 
AMIDST WAR AND OTHER THREATS  
TO SOCIAL WELFARE

Abstract. Purpose. The article considers the issue of digital rights and digital responsibilities, which 
has become especially important in the context of Russian aggression against Ukraine and, accordingly, 
should be solved to ensure the socially conscious use of digital opportunities.

Research methods. A set of research methods (dialectical, Aristotelian, analysis, prognostic, 
and others) contributes to analyzing various aspects of the issue concerned (the actual state of use 
of digital opportunities in war, statutory regulations, the status of theoretical development).

Results. The conclusion on the need to consolidate citizens’ digital rights and digital responsibilities, 
particularly topical in war, in the Constitution of Ukraine relies on the complex nature of digitalization: 
despite the ample capacity of Internet resources in terms of communication under trying war conditions, 
assistance (using online payments) to the Armed Forces of Ukraine and citizens suffering from Russian 
aggression, informing the population about threats and evacuation, etc., the abuse of digital opportunities 
and irresponsible disclosure in social networks of information used by the enemy against Ukraine (about 
the location and movement of military equipment, the effects of rocket attacks, etc.) has become extremely 
dangerous. Although some of such actions (especially dangerous) were recognized as a crime in March 
2022, the priority of private interests (regarding the publication of up-to-date information on social 
networks; a large amount of cryptocurrency mining, which threatens the energy security of the entire 
community of the city or region) sometimes dominates the interests of the Ukrainian people in the fight 
against Russian aggressors. Analysis of the current legislation indicates it has gaps concerning citizens’ 
digital rights and digital responsibilities that often lead to the abuse of digital opportunities and protection 
problems in case of violation of digital rights.

Conclusions. It is proposed to solve the identified issues of legal support for socially responsible use 
of digital opportunities by eliminating gaps in legal regulation, i. e., supplementing the Constitution 
of Ukraine with provisions on digital rights and digital responsibilities of citizens. The abovementioned 
will contribute to the formation of digital citizenship with its inherent social responsibility for 
the consequences of the use of digital opportunities and, accordingly, will be the basis for determining 
the specifics of the digital status of participants in certain areas, including economic and environmental.

Key words: digitalization, digital rights, digital responsibilities, Russian aggression against Ukraine, 
digital abuse, digital citizenship.

1. Introduction
In the modern period, which is often referred 

to as the era of threats/risks (Beck, 1992), social 
relations are undergoing significant changes 
given the aggravation of old ones (environmen-
tal pollution, natural and anthropogenic disas-
ters, social disintegration, and the ensuing prob-
lem of poverty), the emergence of new threats 
(coronavirus pandemic, global warming, digi-

talization risks, including the onset and growth 
of cybercrime, abuse of digital opportunities), 
and Russia’s aggression against Ukraine since 
February 24 of this year – super-hazard due 
to the subsequent destruction of entire cities, 
the genocide of Ukrainians and humanitarian 
crisis on the occupied territories, the threat 
of nuclear pollution due to the capture of nuclear 
power plants by the occupants (Zaporizhzhia 
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and Chornobyl), the use of prohibited, incl. 
chemical, weapons, and the prospect of famine 
due to the lost opportunity of agricultural land 
use in the occupied and mine-infested territo-
ries by the aggressors… the list is endless.

Therefore, there is a problem of an adequate 
public response to the mentioned negative 
phenomena, including the potential of law – 
legal science, rulemaking and law enforcement 
which often react late to threats given objective 
grounds (the rate of changes in social relations 
related to threats, the complete novelty or sud-
denness of their emergence, in particular, unde-
clared war) and subjective circumstances (the 
inflexibility of state policy towards some issues, 
the negligence of implementors, hopes for 
a positive course of affairs). At the same time, 
the war changed the attitude towards the above 
threats since it is about the fate of an entire 
nation: thus, the abuse of digital opportuni-
ties to the detriment of the country’s defense 
capacity (disclosure in social networks of infor-
mation about the transfer, movement, or loca-
tion of the Armed Forces of Ukraine or other 
army units formed under the laws of Ukraine, 
if they can be identified on the ground, and if 
such information was not posted in the public 
domain by the General Staff of the Armed 
Forces of Ukraine, committed under martial 
law or state of emergency) was recognized as 
a crime (Verkhovna Rada of Ukraine, 2022) in 
addition to the warnings (Committee on Digi-
tal Transformation, 2022) covering other (not 
related to the crime) cases of abuse of digital 
opportunities (Ministry of Defence Ukraine, 
2022; Interfax-Ukraine News Agency, 2021).

Certain aspects of the legal issues of soci-
ety’s response to the mentioned dangers have 
been studied before (in terms of the coronavi-
rus pandemic (Tatsii et al., 2020), digitalization 
risks (Vinnyk, 2020; Razumkov Center, 2020; 
Lenz, 2021), including cybersecurity (Baka-
linska, Bakalynskyi, 2019; Malysheva, 2021), 
technogenic security (Kurbanov, 2016; Varenia, 
2017), climate change/global warming (San-
tarius, Pohl, Lange, 2020; Romanko, 2019), 
and the Russia’s war against the Ukrainian 
people since March 2022 (Ukrainian Associ-
ation of International Law, National Univer-
sity of Trade and Economics, Crimean Rein-
tegration Association, 2022). However, they 
still require further research because of their 
complexity and the new circumstances affect-
ing their (problems’) resolution. This is highly 
relevant to the current threat – war, which 
causes other dangers: environmental pollu-
tion, the lost opportunity for agricultural land 
use and the resulting lack of food; the hazard 
of radioactive pollution and the effects of using 
prohibited weapons (chemical, in particular); 

the spread of diseases; economic collapse; peo-
ple’s impoverishment due to the loss of housing, 
work, livelihood…

All these hazards have common features 
(they imperil social welfare, hence requiring 
preventive measures towards their occurrence 
and/or minimization of adverse outcomes, 
the feasibility of establishing a special legal 
regime to minimize the effect/consequences 
of threats), and thus need a comprehensive 
study, which should also consider the specif-
ics of individual types of threats. The issue 
of the rights and responsibilities of participants 
in public life (first of all, citizens) amidst threats 
plays an important role. This article is a fur-
ther study of the mentioned problems (Vin-
nyk, 2021) (with an emphasis on digital rights 
and digital responsibilities given the changes in 
public life caused by the war (Ukrainian Associ-
ation of International Law, National University 
of Trade and Economics, Crimean Reintegra-
tion Association, 2022).

The research relies on the works by Ukrain-
ian (O. Bakalinska, Ya. Kurbanov, N. Malysheva, 
S. Romanko, N. Varenia, O. Vinnyk and other) 
and foreign researchers (U. Beck, S. Lenz, 
L. Pangrazio, T. Santarius and other), general 
scientific and special methods of scientific cog-
nition, namely: a dialectical method made it pos-
sible to reveal the essence of digitalization that 
gave rise to digital rights and digital responsibil-
ities; the Aristotelian method allowed identifying 
those digital opportunities, the use of which in 
the war can lead to abuses; analysis was used in 
studying the results of domestic and foreign sci-
entific research and the state of legal regulation 
of the mentioned relations; a prognostic method 
made it possible to determine the potential con-
sequences of abuse of digital opportunities in 
wartime and formulate proposals on the need 
to introduce legal mechanisms to prevent/mini-
mize adverse effects of abuses of digital opportu-
nities under any conditions, including the war.

2. The leverage of digital rights and digital 
responsibilities in war

During Ukraine’s large-scale digitaliza-
tion of all core spheres of social life, particu-
larly in the coronavirus pandemic and the war 
caused by the Russian aggression (President 
of Ukraine, 2022), digital rights and responsi-
bilities have been of the most immediate inter-
est. Access to the Internet and related opportu-
nities (online communication, online payments, 
as well as the provision of monetary support by 
citizens and organizations to the Armed Forces 
of Ukraine, assistance to internally displaced 
persons – due to the war, online consultations 
on medical, legal, and other issues, official 
notices of danger and evacuation corridors) 
has become highly important. Consequently, 
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the above opportunities should be guaranteed as 
the rights protected by the Constitution (Verk-
hovna Rada of Ukraine, 1996) and other laws 
of Ukraine. In addition, in wartime, the abuse 
of digital opportunities to the detriment of pub-
lic interests is extremely dangerous, committed 
not only intentionally but most often care-
lessly (for the sake of popularity on social net-
works) without considering possible negative 
consequences (publication on social networks 
of sensitive information which the enemy uses 
to the detriment of Ukraine, including the loca-
tion of critical infrastructure, military units, 
and equipment, etc.).

At the same time, the laws of Ukraine reg-
ulating relations in emergency situations (Ver-
khovna Rada of Ukraine, 2000) and martial 
law (Verkhovna Rada of Ukraine, 2015), cyber-
security (Verkhovna Rada of Ukraine, 2017) 
and the Code of Civil Protection of Ukraine 
(Verkhovna Rada of Ukraine, 2013) guarantee 
the protection of constitutional rights. How-
ever, the absence of provisions on citizens’ 
digital rights in the Constitution of Ukraine 
negatively affects their protection from various 
kinds of digital abuse, the need to refrain from 
which is also not enshrined in the Basic Law as 
a digital duty.

3. The need to enshrine the provisions on 
citizens’ digital rights and digital responsibili-
ties in the Constitution of Ukraine

Amending the Constitution of Ukraine in 
terms of digital rights and digital responsibil-
ities of citizens will eliminate the above gaps 
and ensure a higher level of protection of citi-
zens’ digital rights and their compliance with 
digital responsibilities and ultimately will open 
the way to achieve the social focus of digitaliza-
tion necessary, not only in emergency and mili-
tary conditions but also in peacetime.

Therefore, it is proposed to amend the Con-
stitution of Ukraine, supplementing it with 
a new article “Digital rights and digital respon-
sibilities of citizens” with the following (or sim-
ilar) content:

“Citizens of Ukraine have digital rights 
and digital responsibilities, which are deter-
mined by the Constitution of Ukraine (basic 
digital rights and digital responsibilities) 
and the laws of Ukraine (regarding digital 
rights and digital responsibilities in a specific 
area regulated by the relevant law).

Citizens of Ukraine are guaranteed the fol-
lowing digital rights:

–	 the right to digital access/the right to 
Internet access (everyone has the right to equal 
access and unowned and secure Internet);

–	 the right to freedom of expression (every-
one has the right to freedom of expression and to 
seek, receive and impart information online);

–	 the right to privacy and protection of per-
sonal data (everyone has the right to online pri-
vacy and protection of personal data);

–	 the right to freedom and personal secu-
rity/cybersecurity (the exercise of which 
includes protection from criminal acts, i. e., legal 
guarantees of protection from physical and psy-
chological violence or harassment, hate speech, 
discrimination in the online environment; state 
promotion of the development and functioning 
of safe Internet technologies, mechanisms for 
protection against cyber abuse);

–	 the right to use digital democracy tools 
to exercise the rights to peaceful assem-
bly, association, cooperation and to partici-
pate in the administration public affairs and, 
accordingly, to freely choose and use any ser-
vices, websites or applications to create, join, 
mobilize and to be involved in social groups 
and associations; any citizen shall have access 
to the basic public services and shall not be dis-
criminated against due to one’s online activity 
or lack thereof;

–	 the right to digital self-determination, or 
the right to disconnect from the online world;

–	 the right to be protected from unreasona-
ble restrictions on digital rights and digital oppor-
tunities (any restriction on digital rights shall be 
developed transparently, with the participation 
of both the state and civil society institutions).

Citizens of Ukraine, exercising their digital 
rights, are obliged to:

a) refrain from abusing digital rights 
and digital opportunities;

b) ethically use online materials;
c) report cyberbullying, threats, and other 

cases of inappropriate use of digital resources;
d) comply with the requirements of per-

sonal cybersecurity and restrictions on the use 
of digital resources in emergency and war situ-
ations;

e) adhere to the laws on intellectual 
property”.

The above provisions will maintain so-called 
digital citizenship (Diana Z, 2020; Pangrazio, 
Sefton-Green, 2021) towards exercising digi-
tal rights and observing digital responsibilities 
and also stimulate the consolidation of provi-
sions on the specifics of the exercise of digital 
rights and digital responsibilities in certain 
areas of public life (economic, environmental, 
health care, transport, etc.). In fact, it concerns 
the issue of digital citizenship and the digital 
status of participants in particular (including 
the above-mentioned) areas of public life.

4. Digital citizenship
Digital citizenship is a status that all online 

users should have. This kind of citizenship 
brings both freedoms and responsibilities that 
involve the accountable and full use of digital 
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technologies in the online environment to make 
it safe for users to cooperate and understand 
each other. There are several (often nine) ele-
ments of digital citizenship, namely:

–	 digital access (access to digital technolo-
gies);

–	 digital commerce (purchase and sale 
and/or order of goods/works/services using 
the Internet and the related need to solve prob-
lems when making online payments);

–	 digital communication (communica-
tion on the Internet, which requires empathy 
and appropriate – socially responsible – reac-
tions from its users);

–	 digital literacy (awareness of online usage 
rules, which also includes the ability to differen-
tiate between real and fake, useful and harmful 
content);

–	 digital etiquette (compliance with 
the rules for using the Internet to avoid con-
flicts, to exercise not only personal digital free-
dom but also to respect the rights and legitimate 
interests of other users);

–	 digital law governing relations in 
the online environment and which digital cit-
izens need to know (the need for such law is 
due to the presence in the online environment 
of both positive and negative interactions. 
Thus, this implies the need to establish the rules 
of conduct enshrined in laws and requirements 
for users of particular social networks);

–	 digital rights and responsibilities (the 
rules of the online world provide not only rights 
but also obligations that should be observed to 
not be held accountable for actions and miscon-
ducts in the virtual environment. The Inter-
net can also be used for harmful purposes 
and anyone needs protection against cyberbul-
lying and cybercrimes, for instance);

–	 digital health and wellness (making use 
of online resources is a plus, but everyone should 
be aware of the dangers as well. Users should be 

taught to protect themselves and others from 
potential harm);

–	 digital security – a necessary skill in 
today’s digital world, the importance of which 
is undeniable: viruses and worms can move 
from system to system and affect the electronic 
devices used; therefore, users should be aware 
of potential consequences and malware attacks 
and, most importantly, learn to prevent them 
and protect their devices.

5. Conclusions
The introduction of the proposed amend-

ments to the Constitution of Ukraine (although 
somewhat different from the mentioned theo-
retical definitions of digital citizenship) should 
contribute to the protection of digital rights 
and a responsible attitude to their exercise. It 
is an essential step towards balanced regulation 
of digital relations with the prevailing participa-
tion of the state, not only self-regulatory entities, 
as it was declared at the outset of the digital age 
(Barlow, 1996) and led to the emergence and rapid 
growth of cyber violations and cybercrime. The 
state should guarantee balanced consideration 
of public and private interests in the digital envi-
ronment (Vinnyk et al., 2021) with the involve-
ment of self-regulatory organizations of digital 
business and other stakeholders. Ukraine is in 
urgent need of the modernization of the regula-
tory framework for enjoying digital rights, both 
in general terms and given the particularities 
caused by the military aggression of the Russian 
Federation (Human rights platform, 2019). Sup-
plementing the Constitution of Ukraine with 
provisions on digital rights and digital responsi-
bilities will contribute to the formation of digital 
citizenship with its inherent social responsibility 
for the consequences of using digital opportuni-
ties and, accordingly, will be the basis for deter-
mining the specifics of the legal status of par-
ticipants in certain areas, including economic 
and environmental.
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ЦИФРОВІ ПРАВА ТА ЦИФРОВІ ОБОВ’ЯЗКИ В УМОВАХ ВІЙНИ 
ТА ІНШИХ ЗАГРОЗ СУСПІЛЬНОМУ БЛАГОПОЛУЧЧЮ

Анотація. Мета. У статті порушується проблема цифрових прав і цифрових обов’язків, що 
набула особливої ваги в умовах російської агресії проти України та, відповідно, має бути вирішена 
з метою забезпечення соціально відповідального використання цифрових можливостей.

Методи дослідження. З використанням низки наукових методів дослідження (діалектичного, 
формально-логічного, аналізу, прогностичного та інших) розглядаються різні аспекти зазначеної 
проблеми, а саме: фактичний стан використання цифрових можливостей в умовах війни, норматив-
но-правове регулювання, стан теоретичного розроблення питання.

Результати. Висновок про необхідність закріплення на рівні Конституції України цифро-
вих прав і цифрових обов’язків громадян, що особливо актуально в умовах війни, ґрунтується на 
складній природі цифровізації. Так, попри значні можливості інтернет-ресурсів щодо спілкування 
у складних умовах війни, допомоги (завдяки онлайн-платежам) Збройним Силам України та гро-
мадянам, що потерпають від російської агресії, інформування населення про загрози та можливість 
евакуації тощо, особливої небезпеки набули зловживання цифровими можливостями та безвідпові-
дальне оприлюднення в соціальних мережах інформації, що використовується ворогом проти Укра-
їни (про розташування й пересування військової техніки, наслідки ракетних обстрілів тощо). І хоча 
частину таких дій (особливо небезпечних) у березні 2022 р. було визнано злочином, проте пріоритет 
приватних інтересів (щодо розміщення актуальної інформації в соціальних мережах, великого за 
обсягом майнингу криптовалюти, що загрожує енергетичній безпеці цілої громади міста чи облас-
ті) часом домінує над інтересами українського народу в боротьбі з російськими агресорами. Аналіз 
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стану чинного законодавства свідчить про наявність у ньому прогалин щодо цифрових прав і циф-
рових обов’язків громадян, що нерідко призводить до зловживань цифровими можливостями та до 
проблем із захистом у разі порушення цифрових прав.

Висновки. Виявлені проблеми правового забезпечення соціально відповідального викорис-
тання цифрових можливостей пропонується вирішити шляхом усунення прогалин у правовому 
регулюванні, зокрема шляхом доповнення Конституції України положеннями щодо цифрових прав 
та цифрових обов’язків громадян. Це сприятиме становленню цифрового громадянства з притаман-
ною йому соціальної відповідальністю за наслідки використання цифрових можливостей, а отже, 
стане основою для визначення специфіки цифрового статусу учасників відносин у певних сферах, 
включно з економічною та екологічною.

Ключові слова: цифровізація, цифрові права, цифрові обов’язки, російська агресія проти Укра-
їни, цифрове зловживання, цифрове громадянство.
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