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GUARANTEES OF NON-DISCLOSURE

OF INFORMATION CONSTITUTING A SECRET
AND THEIR ROLE IN ENSURING RIGHTS

OF PARTICIPANTS IN CRIMINAL PROCEEDINGS

Abstract. Purpose. The purpose of the article is to assess the criminal procedure rules relating to
the protection of information constituting a secret at all stages of criminal proceedings, with due regard
for the current requirements of criminal procedure law aimed at a prompt and impartial investigation to
fulfil the tasks of criminal proceedings. Results. The article analyses regulatory guarantees of criminal
procedure law and leading scholars’ perspectives on the protection of information constituting the secret
of criminal proceedings. The author studies the legal mechanism for protecting information at various
stages of criminal proceedings with due regard to the requirements of the Criminal Procedure Code. It
is determined that, given the current state of the national legislative process relating to the regulation
of criminal procedural relations and the state of affairs in law enforcement bodies’ performance,
an important place in scientific research on criminal procedure is given to the protection of information
constituting a secret of criminal procedure. The article highlights that the protection of information is
considered as a set of various procedural rules which ensure the secrecy of investigation, contributing to
the most effective achievement of tasks defined for criminal proceedings. Conclusions. It is concluded
that the information subject to protection by criminal procedure legislation includes regulatory and legal
provisions, prescribed by criminal and criminal procedure legislation in terms of protection, on disclosure
without the appropriate permission of the investigating authorities and the prosecutor of information
obtained in the course of criminal proceedings; procedural work of the actors of criminal proceedings
that ensures the secrecy of investigation. Moreover, such information includes the procedural form
of documents prepared to warn the participants in criminal proceedings about the inadmissibility
of disclosing information from the investigation, violation thereof may entail criminal liability; the subject
matter and scope of information obtained during the investigation, in respect of which the non-disclosure
regime is established; the procedural status of all actors of the criminal process, namely in terms of their
responsibilities, in the form of non-disclosure of information of the investigation; the fundamentals
of criminal proceedings, which form the basis for investigation secrecy; the duration of the prohibition
on disclosure of investigation information; the procedural possibilities of the investigation authorities
and the prosecutor to take measures to ensure criminal proceedings to ensure non-disclosure
of investigation information.

Key words: information, guarantees of non-disclosure of information, principles of protection,
criminal procedure, criminal procedure legislation.

1. Introduction inated without his or her consent, except in

The Constitution of Ukraine guarantees  cases specified by law, and only in the inter-
that confidential information about a person  ests of national security, economic well-being
may not be collected, stored, used and dissem- and human rights.
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According to part 3 of Article 14 of the CPC
of Ukraine, which has been obtained as a result
of interference with communication, may not be
used otherwise than for solving the tasks of crim-
inal proceedings, since any disclosure of infor-
mation obtained during the pre-trial investi-
gation may harm the human and civil rights
guaranteed by the Constitution of Ukraine
(Barannik, Nazarenko, 2011).

The disclosure of criminal proceedings
may relate both to information on the status
of the investigation, other secrets protected by
law, and the personal life of participants in crim-
inal proceedings, which ultimately has a signif-
icant impact on the course of criminal proceed-
ings, deters the establishment of circumstances
to be proved, and can also be considered as
a way of humiliating the honour and dignity
of a person (Yemelianov, 2013).

Therefore, given the current state
of the national legislative process relating to
the regulation of criminal procedural relations
and the state of affairs in law enforcement bod-
ies’ performance, an important place in scien-
tific research on criminal procedure is given
to the protection of information constituting
a secret of criminal procedure.

For example, the review of publications
by domestic and foreign scholars reveals that
information protected by criminal procedure
law in under focus in the studies by the fol-
lowing authors: Yu.P. Alenin, R.V. Barannik,
A.M. Blahodarnyi, I.V. Bondar, S.L. Yemelianov,
V.A. Hlukhoveria, H.H. Kamalov, L.M. Lobo-
iko, Ye.D. Lukianchykov, A.I. Marushchak,
S.I. Minchenko, M.A. Pohoretskyi, A.A. Rozh-
nova, S.M. Stakhivskyi, V.I. Slipchenko, O.Yu.
Tatarov, V.M. Tertyshnyk, L.D. Udalova,
V.I. Farynnyk, M.S. Tsutskiridze, S.S. Cher-
niavskyi, O.H. Shylo, D.O. Shumeiko, M.Ye.
Shumylo, 0O.0. Yukhno, R.Ya. Yablonov,
O.H. Yanovska, and others.

A significant contribution to the study
of secrecy of criminal procedure was made by
1.V. Konchakova, I.B. Korol, I.V. Kutazova,
V.H. Lisohor, A.O. Liash and other scholars
whose works addressed the issues under consid-
eration.

However, scientific developments on
the issue concerned are mostly focused on cer-
tain aspects of secrecy of criminal proceedings
as a complex legal concept and have not been
considered under the provisions of the CPC
of Ukraine 2012.

Therefore, given the insufficient coverage
and study in scientific works of prohibition
of disclosure of criminal proceedings, prescribed
by law, and the low efficiency of the process
against the background of a constant increase
in the number of criminal proceedings on

the fact of information disclosure, which
indicates the low efficiency of documenting
and investigating these criminal proceedings,
the topic of research is of particular relevance.

The purpose of the article is to assess
the criminal procedure rules relating to the pro-
tection of information constituting a secret at all
stages of criminal proceedings, with due regard
for the current requirements of criminal proce-
dure law aimed at a prompt and impartial inves-
tigation to fulfil the tasks of criminal proceed-
ings.

2. Ensuring the protection of secrets in
criminal proceedings

The legal information reflected in the crimi-
nal procedure legislation is related to the provi-
sions of the Criminal Procedure Code of Ukraine
(hereinafter - the CPC of Ukraine), which sub-
stantiates the mechanism for implementing
orders on non-disclosure of certain information
at various stages of the criminal procedure.

It should be noted that certain elements
may act as procedural guarantees to ensure
the secrecy of criminal proceedings (Yeme-
lianov, 2013).

For example, public officials and bodies,
when provided with criminal procedural guar-
antees, can ensure the possibility of perform-
ing their duties and further use of the specified
powers in order to fulfil the tasks of criminal
proceedings, while other participants in crim-
inal proceedings may use procedural means
to protect their rights, freedoms, informa-
tion and legitimate interests (Criminal Code
of Ukraine, 2001).

According to the criminal procedure leg-
islation, information subject to protection
and non-disclosure includes regulatory and legal
prescriptions and justification of legal prohibi-
tions that cannot be disclosed without the rel-
evant permission of the investigating authori-
ties and the prosecutor, as well as information
obtained in the course of criminal proceedings,
which is reflected in the relevant provisions
of criminal and criminal procedure legislation;
procedural work of the actors of criminal pro-
ceedings, which provides for secrecy during
the investigation, including pre-trial investi-
gation; a procedural form of documents created
to warn participants in criminal proceedings
about the inadmissibility of disclosing informa-
tion from the investigation (in case of disclo-
sure of such information, criminal liability may
result); the subject matter and scope of informa-
tion obtained during the investigation, which is
also subject to non-disclosure; the procedural
status of all participants in the criminal pro-
ceedings (this concerns their procedural obliga-
tion to keep pre-trial investigation information
confidential); legal principles of criminal pro-
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ceedings that substantiate the basis for ensur-
ing state secrecy in relation to the investigation
procedure; the duration of the prohibition on
disclosure of information in criminal proceed-
ings; procedural possibilities of the investi-
gating authorities and the prosecutor to apply
measures related to ensuring criminal pro-
ceedings to implement provisions specified by
the CPC of Ukraine (Chyzhmar, 2019).

When ensuring the protection of secrets in
criminal proceedings, criminal procedure leg-
islation primarily guarantees the protection
of information in criminal proceedings that is
expressly prohibited by law. For example, this
applies to the professional secrecy of a defence
counsel, the secret of confession, medical con-
fidentiality, the secrecy of the conference room,
etc.

The CPC of Ukraine, Part 8, Article 224,
provides for that such information may be
the basis for suspicion or accusation that a per-
son, his/her close relatives or family members
have committed a criminal offence.

For example, this also applies to officials who
perform covert investigative (detective) actions
and persons who may confidentially cooperate
with the authorities conducting pre-trial inves-
tigations (Criminal Code of Ukraine, 2001).

Followingthe scientific works by R.V. Baran-
nik and P.H. Nazarenko, the secrecy of criminal
procedure is the category of professional secrets,
as it follows from the content of criminal pro-
cedure activities (Barannik, Nazarenko, 2011).

With regards to the same issue, A.O. Liash
notes the need to supplement Article 222
of the CPC of Ukraine with part 3, which states
that disclosure of information relating to
the private life of a participant directly involved
in criminal proceedings is not allowed without
the relevant written consent (Liash, 2013).

In addition, according to the scientist,
the information that may be discovered dur-
ing a search, inspection or other investigative
(detective) action, circumstances relating to
the personal life of persons directly residing or
temporarily staying in the premises or other
places where such actions are carried out, are
subject to protection. It is for this reason that
this provision can specify the directions of for-
mation of the basic principles of non-interfer-
ence with private life.

A.O. Liash marks that this provision should
be set out in Article 15 of the CPC of Ukraine,
and not in Article 222, which is more universal
and may apply to any information in certain
specific cases obtained during criminal pro-
ceedings. Moreover, the information constitut-
ing the secrecy of criminal proceedings can be
obtained not only during investigative (search)
actions (Liash, 2013).
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It is envisaged that the decision of the inves-
tigator or prosecutor regarding the need to
ensure the protection and non-disclosure
of information at all stages of criminal pro-
ceedings shall be recorded by a resolution in
accordance with the approved requirements
of the CPC of Ukraine, Article 110, parts 3,
5-7, in which they specify the time, purpose
and scope of such disclosure.

Therefore, employees who carry out their
activities in investigative units to implement
the approved provisions specified in the CPC
of Ukraine, Article 222, part 2, consider it
necessary to record such warning in the form
of a "Protocol of warning on the inadmissibility
of disclosure of pre-trial investigation informa-
tion", which indicates the fact that the person is
familiar with the direct content of Article 222
of the CPC of Ukraine regarding the inadmis-
sibility of disclosure of information of criminal
proceedings, and in accordance with Article 387
of the Criminal Code of Ukraine - regarding
criminal liability for disclosure of information
of pre-trial investigation or inquiry (Tetarchuk,
Diakiv, 2019).

3. Information constituting a state secret
in criminal proceedings

Further comprehensive study of protection
and non-disclosure of information in the course
of criminal proceedings require focusing on
exactly what concerns secrecy guarantees in
criminal procedure legislation and should be
considered in the general system of provisions.
Therefore, this issue is worth a closer look.

For example, the issues related to ensuring
the non-disclosure of criminal proceedings are
correlated in the criminal procedure legislation
with the issues of ensuring the secrecy of pre-
trial investigation.

We agree with L.D. Udalova that "crimino-
logical support for keeping the secrecy of pre-
trial investigation includes complex interrelated
organisational and tactical measures, which has
an impact on the entire criminal procedure”
(Udalova, 2009).

According to Article 222 of the CPC
of Ukraine, such information is directly pro-
tected by law and may be disclosed only with
the appropriate permission of the investigator or
prosecutor to the extent deemed possible. More-
over, part 2 outlines cases in which "the investi-
gator or prosecutor shall warn persons who have
become aware of information of the pre-trial
investigation in connection with their partic-
ipation in it, of their obligation not to disclose
such information without his/her permission,
and their illegal disclosure shall entail criminal
liability established by law" (Udalova, 2009).

Considering that the main objectives
of criminal proceedings are provisions that
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may reflect the results of criminal proceedings,
namely, protection of an individual, the whole
society and the state from criminal offences,
appropriate protection of the rights, free-
doms and legitimate interests of participants
in criminal proceedings, we should agree with
M.A. Pohoretskyi that in this case Article 222
of the CPC of Ukraine should be titled "Secrecy
of pre-trial investigation information".

Furthermore, these legal provisions are
outlined in Article 222 of the CPC of Ukraine
and are closely related to the relevant provisions
of the CPC of Ukraine, which make appropriate
mechanisms for the implementation of the pre-
scriptions relating to non-disclosure of pre-trial
investigation information. Moreover, their ele-
ments are directly procedural guarantees for
the protection and secrecy of pre-trial investi-
gation.

Criminal procedural guarantees can provide
public authorities and officials with a direct
opportunity to perform their duties and use
such powers to fulfil the tasks of criminal pro-
ceedings, and other participants in criminal pro-
ceedings — to use procedural means to protect
their rights, freedoms and legitimate interests
(Kytsan, 2008).

In addition to the protection of informa-
tion relating directly to criminal proceedings,
it should be noted that criminal procedure
legislation protects information constituting
a state secret, and accordingly, it shall be con-
ducted in compliance with all the requirements
of the secrecy regime.

It should be noted that procedural decisions
should not contain information that may con-
stitute a state secret. Before such information is
included in criminal proceedings, it is necessary
to check whether the person has an appropri-
ate security clearance, drawn up and signed in
the appropriate form, which can provide access
to classified information of the relevant cate-
gory of classified information and its material
carriers.

Moreover, a suspect or accused person may
participate directly in criminal proceedings
without the appropriate security clearance, as
set out in Article 28 "Duties of a citizen to keep
state secrets" of the Law of Ukraine "On State
Secrets”, but all persons shall be warned of crim-
inal liability for disclosure of information con-
stituting a state secret (Kytsan, 2008).

Access to materials containing informa-
tion that constitutes a state secret may be
granted to defence counsels and representatives
of the accused, suspect, victim and their repre-
sentatives on legal grounds, an expert, translator,
specialist, court reporter, as well as a court admin-
istrator who has been directly granted access to
state secrets (Pohoretskyi, Hryniuk, 2016).

Such persons should have the rights
and obligations provided for by the CPC
of Ukraine, allowing for the circumstances
recorded in the course of criminal proceedings.

The decision to grant access to classified
information and media of such information shall
be approved by signing an order or instruction
in writing by the head of the pre-trial investiga-
tion body, prosecutor or court.

The victim, as well as his or her repre-
sentatives, expert, specialist, translator, court
reporter, court administrator, are strictly pro-
hibited from making copies and extracts from
information that may contain state secrets. If
extracts are made for further criminal proceed-
ings, such extracts shall be sealed by the person
who made them in a manner that enables to dis-
close their contents.

Extracts shall be stored in accordance with
the approved requirements of the secrecy regime
in the relevant pre-trial investigation bodies or
court and may be provided to the person who
directly compiled them upon request or during
the pre-trial investigation directly at the prem-
ises of the pre-trial investigation body or dur-
ing the court proceedings, i.e. in the courtroom
(Pohoretskyi, Hryniuk, 2016).

4. Conclusions

Therefore, the theoretical study conducted
enables to argue that the protection of informa-
tion constituting secrets of criminal procedure
is to be regulated by criminal procedure legis-
lation, while the guarantee of their non-disclo-
sure is a system of legal provisions, in particu-
lar, of the CPC of Ukraine. This, in the general
system, ensures the secrecy of criminal proceed-
ings in the aspects specified in the legislation
and enables to implement the tasks of criminal
proceedings.

The information subject to protection by
criminal procedure legislation includes regula-
tory and legal provisions, prescribed by crimi-
nal and criminal procedure legislation in terms
of protection, on disclosure without the appro-
priate permission of the investigating authori-
ties and the prosecutor of information obtained
in the course of criminal proceedings; proce-
dural work of the actors of criminal proceedings
that ensures the secrecy of investigation.

Moreover, such information includes
the procedural form of documents prepared
to warn the participants in criminal proceed-
ings about the inadmissibility of disclosing
information from the investigation, viola-
tion thereof may entail criminal liability;
the subject matter and scope of information
obtained during the investigation, in respect
of which the non-disclosure regime is estab-
lished; the procedural status of all actors
of the criminal process, namely in terms of their
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responsibilities, in the form of non-disclosure  tion information; the procedural possibilities
of information of the investigation; the funda-  of the investigation authorities and the prose-
mentals of criminal proceedings, which form  cutor to take measures to ensure criminal pro-
the basis for investigation secrecy; the duration ~ ceedings to ensure non-disclosure of investiga-
of the prohibition on disclosure of investiga-  tion information.
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TAPAHTII HEPO3TOJIOIIEHHA BIJIOMOCTEI1, AKI CTAHOBJIATD
TAEMHUIIO, TA IX POJIb ¥ 3ABE3IIEYEHHI ITPABA YYACHUKIB
KPUMIHAJIbHOTO ITIPOLIECY

Anorauis. Mema. MeTolo cTaTTi € OI[iHKA KPUMiHAJIBHUX TTPOLIECYATBHUX HOPM, ITI0 CTOCYIOTHCS 0XO0-
POHU BiZIOMOCTEH, SIKi CTAHOBJISAITH TAEMHUINIO HA BCIX CTA/iSIX KPUMIHAJIBHOTO TIPOIECY, 3 YPaxXyBaHHIAM
YUHHUX BUMOT KPUMIiHAJIBHOTO HPOIECYaTbHOTO 3aKOHO/ABCTBA, 110 CIIPSAMOBAHI Ha MIBUJKE i Heytie-
pe/UKeHe PO3CJILyBaHHS [/l BTiJIEHHS 3aB/laHb KPUMIHAJIBHOTO TIPOBajKeHHs. Pesynomamu. Crarts
[IPUCBSAYEHA aHAJII3y HOPMATUBHUX FAPAHTIN KPUMiHAJILHOTO [TPOIIECYATbHOTO 3aKOHOIABCTBA 1 TOTJISA/IIB
IIPOBIIHUX HAYKOBILIB CTOCOBHO OXOPOHH BIIOMOCTEH, SIKi CTAHOBJIATD TAEMHUIIO KPUMIHATIBLHOTO TIPOIie-
cy. [locaijzkeHo TpaBOBUIl MeXaHi3M OXOPOHM BiZIOMOCTel Ha Pi3HNX eTarlaX KPIMiHAJIBHOTO TPOBA/IKEH-
HS 3 ypaXyBaHHAM BUMOT KprMiHAILHOTO MPOIecyabHOT0 KoJIeKey. BusHayeHo, 1110 32 Cy4yacHUM CTaHOM
BITYM3HSANOIO 3aKOHOTBOPYOTO TIPOLECY, AKUI CTOCYETHCS NMUTAHHS PEryJIOBaHHSA KPUMIHATIBHUX TIPO-
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IeCYaJIbHUX BI/[HOCHH i PeaJIbHOTO CTaHy poOOTH MTPABOOXOPOHHKX OPTaHiB, BAXKINUBE MICIlE B HAYKOBOMY
JIOCJT/KEHH] 3 TMTaHb KPUMIHAJIBHOTO TPOTIECY BiZIBOAWTHCS IHCTUTYTY OXOPOHM BifloMOCTeH, sKi cTa-
HOBJISITh TAEMHUITIO KPUMIHAIBLHOTO TIpoliecy. BUCBiT/IeHO, 110 1111 OXOPOHOIO BIIOMOCTel PO3TJISIA€ThCS
CYKYIIHICTD PI3HUX MPOIECYATbHIX HOPM, SIKi 3a0€3Me4yI0Th TAEMHHUIIIO TTPOBEEHHSI PO3CII/LYBAHHS, 1110
CTIPUSIE MAKCHMAJbHOMY JOCSATHEHHIO BU3HAYEHWX 3aBaHb KPUMiHATBHOTO MPOBA/UKEHHS. Bucnoexu.
3po6J1eH0 BUCHOBOK, 10 0 BiZOMOCTEH, K MiAIATal0Th OXOPOHI KPUMIHAIBHIM MPOIECYATbHUM 3aK0-
HO/IAaBCTBOM, HAJIE’KATh TIPUITICH HOPMATHBHO-IIPABOBOTO XapaKTepy, M0 PEeryJIioloThbCs KPUMiHAIbHIM
i KpUMIHAJIBHUM HPOIECYaJIbHUM 3aKOHOAABCTBOM B aCIleKTaX OXOPOHH, Ha PO3IroJIONIeHHs 0e3 Bimo-
BI/IHOTO /I03BOJIY OPraHiB, sKi 3/i{iCHIOIOTb PO3CJIiyBaHH, i MPOoKypopa iHdopMarllii, ska oTprMaHa i
Yac 3AiHCHEeHHS KPUMIHATBHOTO MPOBAKEHHS; MpollecyanbHa poboTa cy6’eKTiB KPUMiHAIBHOTO MPOBa-
JIKEHHSI, 1110 3a0e31euye peskuM TaeMHUILI poscsiaysanns. Cepest iHIIOro, 10 TAKKX BIZIOMOCTEl BiIHOCATh
npoiiecyaibHy (GOpMY IOKYMEHTIB, 1110 (hOPMYIOTBCS JJIs1 OEPE/UKEHHS Oe30CEPEIHbO YUACHUKIB KPU-
MiHQJIBHOTO IPOBA/IZKEHHS CTOCOBHO HEJIOILYCTHMOCTI PO3TOJIONIEHHS BiZIOMOCTell PO3CJIi/lyBaHH, B pasi
HOPYILEHHS YOro MOsKe OyTH KpUMiHaIbHA BIANOBIAAIBHICTD; IpeaMeT it obcsr iHpopMaliil, sika oTprMa-
Ha I1iJT Yac pO3CJIiLyBaHHS, IO/I0 SIKOI BCTAHOBJIIOETHCS PEsKIM HEPO3TOJIONIEHHS; TPOIleCyaabHIN CTaTyC
ycix cy6’ekTiB KpUMiHAJIBLHOTO TIPOIECY, a caMe B YaCTHHI iXHiX 060B’A3KiB, ¥ (hOpMi HEPO3TONONIECHHS
BIZIOMOCTEl PO3CJIilyBaHHS; OCHOBH KPUMIHAIBHOTO TPOBA/KEHHS, 10 (hopMye oCHOBU (hopMyBaHHS
TAEMHHUII PO3CJIyBaHHsI; TePMiHU il 3a00POHI CTOCOBHO PO3TOJIONIEHHS BIZIOMOCTEl PO3CJIi/lyBAHHSI;
[poIecyaibHi MOXKJINBOCTI OPraHiB PO3CJIyBaHHS Ii MPOKYypOpa BUKOPHUCTATU 3aX0/H 3a0e3IedeHHst
KPUMIHAJIbHOTO TIPOBA/UKEHHS ISl 3a0€311eUeHHs HePO3TOJIOIIEHHS BIZIOMOCTE i PO3C/Ii Iy BAHHSL.

KurouoBi cioBa: Bi/JoMOCTi, TApaHTii HEPO3TOJIONICHHS BiIOMOCTEI, 3aCa/[ OXOPOHHU, KPUMIHATbHUI
poliec, KpuMiHaJIbHe TIPollecyasibHe 3aKOHOABCTBO.
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