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ESTABLISHMENT AND DEVELOPMENT
OF INFORMATION AND LEGAL SUPPORT
OF THE NATIONAL POLICE OF UKRAINE

Abstract. Purpose. The aim of the article is a retrospective analysis of the information and legal
support of law enforcement bodies. Results. The article is a retrospective analysis of information and legal
support of the National Police of Ukraine. It is proven that the development of information support
for activities of law enforcement bodies are interrelated with the evolutionary stages of information
technology development. Six stages in the development of information support for law enforcement
bodies are identified and analysed. The study reveals that: for the first time, the Ministry of Internal
Affairs introduced the Instruction on keeping records in internal affairs bodies in 1961, and specifically
the formation of the scientific and practical basis for information support of the law enforcement
bodies of Ukraine began in the early 1970s; at that time, the Republican Research Information
Centre of the Ministry of Internal Affairs of the Ukrainian SSR (now the Department of Information
and Analytical Support of the National Police of Ukraine) was launched with its data processing centres
in all regional Internal Affairs Directorates that were equipped with Minsk-type computers and later
with EU media. It is revealed that the specificity of making information systems at that time was that
information was not processed centrally, which had affected and sometimes made it impossible for law
enforcement officers to have direct access to a unified database. Conclusions. The police’s competence
with regard to the information, information and analytical support, making and application of information
resources are set out in article 25 of the Law of Ukraine “On National Police.” The legal regulations
governing activities in this area are analysed. It is theoretically justified that a positive novelty in
the legal regulatory mechanism for information support to police activities is the legislative consolidation
of the police’s information and analytical activities, their powers in this field, the list of databases, as well
as liability for misuse of information resources. It is established that the use of information technology
in the performance of the National Police, with appropriate legal support, may become one of the main
factors in strengthening the rule of law in our country.

Key words: stages of development, information support, legal support, information portal, integrated
information network.

1. Introduction

Theestablishment of alegal basis for informa-
tion support of activities of the National Police
is historically inextricably linked to the estab-
lishment and development of their institutional
and functional system. The active development
of information processes and the introduction
of new inventions, achievements and technol-
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ogies into production and management pro-
cesses have driven not only the progressive
development of our State but have also con-
tributed to the increase in the number of crimes
and the improvement of the means and meth-
ods of committing them. Therefore, the devel-
opment of qualitative parameters for informa-
tion support to the National Police of Ukraine
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and the legal basis for its use are increasingly
relevant. It allows finding new ways of crime
prevention, promoting effective and accurate
decision-making for the detection of crimes that
has been already well understood at its level in
ancient times.

The development of information systems in
the activities of the National Police of Ukraine
in current circumstances is rapidly improving,
but issues of the day occur, since now the infor-
mation systems and their legal support cannot
fully realize their objective.

The problem of information and legal sup-
port of the activities of law enforcement bodies
has been studied in the historical context in
the works by S. Banakh, A. Volodko, R. Kali-
uzhnyi, M. Kryshtanovych, I. Katerynchuk,
M. Perepelytsia, T. Tankushyn, V. Tkachenko,
I. Khort, A. Frolov, A. Yankovska. However,
the dynamics of the information society devel-
opment in general, as well as the ongoing reform
of the National Police of Ukraine, demonstrate
the relevance of this issue.

The aim of the article is a retrospective
analysis of the information and legal support
of activities of law enforcement bodies.

2. The role of information support of law
enforcement agencies

In modern conditions, the legal basis
for information support of the activities
of the National Police of Ukraine opens up new
possibilities for crime prevention, promotes
effective and accurate decision-making for
crime detection, including in “hot pursuit.”

According to legal scholars, the develop-
ment of information support in law enforcement
is important. For example, A. Frolova argues
that in many cases the priority of information
support in the process of effective adminis-
tration in the internal affairs bodies and func-
tioning of the entire law enforcement system is
confirmed by the practice of combating crime.
The important role of the information system
in law enforcement bodies has been approved
at the legislative level, in particular by Orders
of the Ministry of Internal Affairs of Ukraine
(Frolova, 2002, p. 55).

According to I. Katerinchuk, the study
of the genesis of information support of law
enforcement bodies, including the legal basis
for their use, reveals a link between the devel-
opment of information support to law enforce-
ment activities and the evolutionary stages
of information technology. The scientist iden-
tifies six stages in the development of infor-
mation support to law enforcement bodies. In
the first stage, human speech emerges, which
greatly facilitates the exchange of information
in personal contact, as well as the accumula-
tion of information resources, the presence

of persons responsible for their storage. In
the second stage of evolution, writing emerged,
and the first printing press in 1445 marked
the beginning of the third stage of informa-
tion technology development that lasted about
500 years, an important achievement of which
was the emergence of information support to
law enforcement bodies depending on their
activities. During the fourth period (the late
XIX - the beginning of the XX century)
of the information evolution means of commu-
nication were invented and spread: radio, tele-
graph, telephone, ete. In 1907, a number of legal
regulations were adopted and contributed to
the improvement of information and analytical
work of the police, in particular “Regulation on
security departments,” “Instruction on organi-
zation and conduct of internal (undercover) sur-
veillance” (Katerynchuk, 2015). At this period,
the first theoretical works on judicial record-
keeping and registration occur. For example,
the famous criminologist V. Lebedev published
the book Art of crime detection, which contained
detailed scientific information on fingerprint-
ing, anthropometry and forensic photography
of the police. In 1915, S. Trebugov published
a practical guide for forensic investigators, The
basics of criminal technology: Scientific and tech-
nical methods of crime investigation, reveal-
ing information related to crime registration
(Tregubov, 2002). With the advent of the first
electronic computing machines (computers) in
1946, the fifth evolution stage of information
technology began, and in the sixth stage up to
this day, a microprocessor and a personal com-
puter were invented (Banakh, 2019, p. 12).

It should be noted that in 1917-1921, law
enforcement bodies, such as the Gendarmerie,
the Hetmanschyna Guard, the People’s Mili-
tia Directorate, the Intelligence and Coun-
terintelligence Service, the Office of the Proc-
urator, the Security Service and other special
services, responsible for combatting crime,
the law and order, as well as lawful conduct
in the State, were established in the territory
of modern Ukraine. In addition to undercover
method, external surveillance and other oper-
ational practices, information analysis was also
widely applied.

Until 1960, Ukraine did not have a uni-
fied system of registration in law enforcement
bodies; only in 1961 the Ministry of Internal
Affairs introduced an Instruction on keeping
records in internal affairs bodies. The estab-
lishment of the scientific and practical basis for
information support to the law enforcement
bodies of Ukraine began in the early 1970s. At
that time, the Republican Research Informa-
tion Centre (RRIC) of the Ministry of Internal
Affairs of the Ukrainian SSR (now the Depart-
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ment of Information and Analytical Support
of the National Police of Ukraine) was launched
with its data processing centres in all regional
Internal Affairs Directorates that were equipped
with Minsk-type computers and later with EU
media. The information centres have become
centres for the collection of basic information
and technical tools for the data-processing, func-
tional automated information systems that have
had their specific objective, tasks, level of oper-
ation and so on. According to R. Kaliuzhnyi
and V. Tkachenko, at that time the automated
information systems used in law enforcement
did not differ significantly from those used in
other branches of the national economy (Kali-
uzhnyi, & Tkachenko, 1991, p. 65). The spec-
ificity of making information systems at that
time was that information was not processed
centrally, which had affected and sometimes
made it impossible for law enforcement officers
to have direct access to a unified database.

The establishment of a unified database
containing all the necessary information for
the performance of law enforcement functions
was impeded by the following factors: first,
the lack of technical capacity of the information
centres of the Soviet law enforcement system;
second, underutilization of the latest program-
ming resources of the time. The purpose of using
information and analytical support to bodies
was statistical analysis of information, crim-
inal records and monitoring of consideration
of reports and allegations of crimes and offences
(Kryshtanovych, 2012).

3. Formation of information and legal sup-
port for the activities of the National Police
of Ukraine

At the beginning of 1980, the government
of the USSR developed and adopted the Strat-
egy “Automation of information support to
management activities,” which was based on
the idea of creation of an automated workplace
(AWP) for the employee of internal affairs bod-
ies. This Strategy determined the development
of a complex for automating the intellectual
work of an individual employee and transmit-
ting information “from bottom to top” and “from
the periphery to the centre” (Tankushyna,
2011). In 1985, a unified automated databank
was established, which concentrated the infor-
mation required by law enforcement to per-
form their functions. Automated operational
information systems were installed in all duty
units of the internal affairs bodies. The system
contained a suite of software, information, orga-
nizational and technical tools used to collect
and store information, as well as to monitor
and report at duty stations. In 1988, the Depart-
ment of Technical Means of Crime Prevention
and Detection was established, which was later
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reorganized into the Information Technology
Department of the National Academy of Inter-
nal Affairs of Ukraine.

Undoubtedly, the improvement of the sys-
tem of information support to internal affairs
bodies has contributed to increase in crime
prevention and control in the country. The per-
suasive factor was that electronic computing
machines had enabled law enforcement officers
to automate routine and labour-intensive work
and to use them to enhance their ability to per-
form the relevant duties. The use of the com-
puter has enabled law enforcement officers to
identify trends and patterns in the fight against
crime and the enforcement of public order
(Khort, 2015).

The focus should be on all available assis-
tance in the use of the latest information-pro-
cessing tools in the field of investigative
and reference work. In particular, such auto-
mated information systems (AIS) as: “Adminis-
trative practice,” “Prophylaxis-Search,” “Deliv-
ered,” “Numbered things,” “Person,” “Patrols,”
“Legal regulations” and others have already
proved their effectiveness at the first stage
of their implementation. For example, in the few
months of operation AIS “Prophylaxis-Search”
contributed to a 16% reduction in the number
of crimes committed by persons previously con-
victed in the capital, and thanks to AIS “Sta-
tistics” the number of unreliable indicators on
solving crimes decreased. At that time, the com-
puter was also used to combat economic crime
and a number of methods and tools were intro-
duced for retrospective analysis of the activities
of organizations in various sectors of the econ-
omy. In the nineties of the last century the sec-
toral information system “Legal regulations”
was launched and later transformed into infor-
mation systems “Law,” “Legislation,” “Legal
regulations of Ukraine.”

In 1991, the Ministry of Internal Affairs
began to set up the first local computer network,
to which the heads of the Ministry of Internal
Affairs and the leading services of the structural
departments of law enforcement bodies were
given access. Undeniably, in 1992, the publi-
cation of the main legal regulation on informa-
tion relations in Ukraine, the Law of Ukraine
“On Information” (Law of Ukraine On Infor-
mation, 1992) was the beginning of the forma-
tion of the unified system of data processing
of the Ministry of Internal Affairs, where infor-
mation was processed in a unified way, based
on common inputs and reference materials for
different tasks.

In 1998, the Ukrainian internal affairs
bodies introduced a computer system for
information collection and dissemination by
electronic mail, which contributed to better
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reporting prompt information on the commis-
sion of offences and other high-profile events to
the heads of regional departments and the staff
of the Ministry of Internal Affairs.

In 2000, the information network consisted
of local computer networks of structural units
of the Ministry of Internal Affairs of Ukraine
and its regional units, which were merged into
the unified information system. The local net-
works of each structural unit operated inde-
pendently and autonomously. The relevant
structural unit of the Ministry of the Inter-
nal Affairs established and maintained local
computerized databases, which were accessed
according to the official needs of the employees
(Perepelytsia, Volodko, 2016; Kryshtanovych,
2016).

In 2002, the Ministry of Internal Affairs
established the Department of Information
and Analytical Support (DIAS), responsible,
inter alia, for the development and introduc-
tion of information technologies in the perfor-
mance of the internal affairs bodies of Ukraine
(Iankovska, 2010, p. 80). In addition, the DIAS
provided such electronic data as “Missing
citizens,” “Persons hiding from authorities,”
“Unidentified corpses,” “Cultural values,”
“Mobile phones,” “Wanted vehicles,” “Wanted
firearms” etc.

In 2006, on the basis of the DIAS the Min-
istry of Internal Affairs considered the estab-
lishment of an operational and analytical unit,
responsible for the development of operational
and analytical structures in the central bodies
and regional police units, however, the objec-
tive and clear duties were not defined. In this
connection, in 2007 the Ministry of Internal
Affairs created instead a Department of Stra-
tegic Analysis and Estimating and the Infor-
mation Technology Sectors (ITS) within city,
district and line internal affairs bodies (Kry-
shtanovych, 2012).

It should be noted that the further increase
in the crime rate in Ukraine has motivated
the improvement of existing and the develop-
ment of new approaches in the work of inter-
nal affairs bodies. One of the priority tasks
of information support was to establish a uni-
fied integrated information network in the MIA
of Ukraine, which would contain all previously
recorded and new information for the purposes
of operational searches. In order to solve this
problem, a suite of software of the informa-
tion and search system “AWPOQO” (automated
working place of the operative officer), devel-
oped in 2003 by the Directorate of the MIA
of the Luhansk region, was taken as a basis,
and in 2009, on the grounds of the Regulations
on the Integrated Information and Search Sys-
tem of the Internal Affairs Bodies of Ukraine,

it was introduced as a reference system in all
regional units of the MIA.

The Integrated Information Search System
(IISS) is a set of organizational, administrative,
software and information and telecommuni-
cations tools for the processing of reference
and information, operational and search records
and provides authorized user with access to
information resources of the I1SS. This provision
clearly defines the objectives of the operation
of the IISS: to integrate information resources
existing in internal affairs bodies and units
into a unified information and analytical com-
plex through the use of the latest information
technologies, computer and telecommunica-
tion equipment to support the operational
and official duties of internal affairs bodies
and units and to enhance their effectiveness to
counter and prevent crime (Order of the Min-
istry of Internal Affairs of Ukraine On approval
of the Regulations on the Integrated Informa-
tion Search System of the Bodies of Internal
Affairs of Ukraine, 2009).

In accordance with the Regulations on
the Integrated Information and Search Sys-
tem of the Internal Affairs Bodies of Ukraine,
the Algorithm for user action on making I1PS
was developed for use in the performance of offi-
cial duties in the field of law enforcement. At
the same time, regional and central IIPS infor-
mation records are available only to authorized
ITPS users. Currently, the IIPS involves 19 com-
puter information subsystems (AIS “Person,”
AIS "Fingerprint accounting,” AIS "Unsolved
crimes,"” AIS "Orion,” etc.).

Undeniably, the Law of Ukraine “On
the National Police” (Law of Ukraine On
the National Police, 2015) is an important
and leading regulatory instrument of informa-
tion support to the police, since it empowers
the police to use information and analytical sup-
port, to establish and use information resources.
In other words, it can be interpreted as a posi-
tive novelty in the legal and regulatory frame-
work for this sector as compared to the previ-
ous state of the legal regulatory mechanism is
the legislative consolidation of the information
analysis by the police, their powers in this field,
the list of databases, as well as liability for mis-
use of information resources.

4. The current state of information
and legal support of the National Police
of Ukraine

In order to increase effectiveness in this
area of service, at the end of 2015, the Depart-
ment of Information Support and Coordination
of Police Activities ‘102’ (DISCP) was estab-
lished in the National Police of Ukraine to take
measures under Ukrainian legislation aimed
at information and analytical, information
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and search support to law enforcement activities
and protection of personal data during process-
ing in the structural units of the National Police
of Ukraine. The DISCP was later reorganized
as a Department of Information and Analyti-
cal Support (DIAS), focused on: information
and search, analytical support; participation in
drafting of legislation of the Ministry of Inter-
nal Affairs on matters within the competence
of the police and related to information and ana-
lytical support, as well as processing of personal
data in police bodies and units.

In the context of law enforcement reform,
the legal and regulatory framework for using
opportunities of information support to
the National Police of Ukraine and the Min-
istry of Internal Affairs of Ukraine during
the prevention of crime and the detection
of crimes, including in “hot pursuit,” has been
improved. For example, in 2016, the Ministry
of Internal Affairs of Ukraine, with a view to
determining the procedure for the operation
of the Unified Digital Departmental Telecom-
munication Network of the MIA and the rules
for cooperation between the Ministry of Inter-
nal Affairs, the National Guard and the central
executive authorities, guided and coordinated
by the Minister of Internal Affairs of Ukraine,
with regard to access to the resources
and services of the Unified Digital Departmen-
tal Telecommunication Network of the Minis-
try of Internal Affairs, the relevant regulations
were adopted (Order of the Ministry of Inter-
nal Affairs of Ukraine On the Regulations on
the Unified Digital Departmental Telecommu-
nication Network of the Ministry of Internal
Affairs, 2016; Order of the Ministry of Internal
Affairs of Ukraine On approval of the Instruc-
tion on the procedure for mutual use of video
surveillance systems of the Security Service
of Ukraine, the Department of State Pro-
tection of Ukraine, the Ministry of Internal
Affairs of Ukraine and the National Police
of Ukraine, 2016).

In 2017-2020, the MIA of Ukraine issued
a number of other legal regulations in this area
of service activities, namely on the function-
ing of the integrated information and search
system “Information portal of the National
Police of Ukraine” (IPNP) (Order of the Min-
istry of Internal Affairs of Ukraine On approval
of the Regulations on the automated information
system for the operational purpose of the uni-
fied information system of the Ministry of Inter-
nal Affairs, 2017), establishment and mainte-
nance of information subsystems “Harpoon”
(Order of the Ministry of Internal Affairs
of Ukraine on approval of the Instruction on
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formation of the information subsystem "Har-
poon" of the information and telecommunica-
tion system "Information portal of the National
Police of Ukraine", 2018), “Unified Account-
ing” (Order of the Ministry of Internal Affairs
of Ukraine On approval of the Instruction on
formation and maintenance of the information
subsystem "Unified Accounting” of the informa-
tion and telecommunication system "Informa-
tion Portal of the National Police of Ukraine",
2019), “Road accident” (Order of the Minis-
try of Internal Affairs of Ukraine On approval
Instruction on formation and maintenance
of the information subsystem "Road accident”
of the information and telecommunication sys-
tem "Information portal of the National Police
of Ukraine", 2020) and others.

Similarly, the National Police, which is
part of the Ministry of Internal Affairs, work to
improve the legal basis for the use of informa-
tion. In particular, the Regulation on the Inter-
net system in the telecommunication network
of the National Police of Ukraine was approved
in 2017 (Order of the Ministry of Internal
Affairs of Ukraine On approval Regulations
on the Internet system in the telecommunica-
tion network of the National Police of Ukraine,
2017); and in the following year, regulations
provided for the monitoring of the use of SIM
cards for mobile communication devices used
to work with NPU information resources
(Order of the National Police of Ukraine On
Approval of the Procedure for Control over
the Use of SIM Cards for Mobile Communica-
tion Devices Used to Work with Information
Resources of the National Police of Ukraine,
2018).

5. Conclusions

To sum up, the development of the informa-
tization of the State law enforcement system
in Ukraine has been consistent with European
and global trends. It began in the 18th and 19th
centuries and peaked in the 20th and 21st cen-
turies. Nowadays, relations in the field of infor-
mation support of the activities of the National
Police are still being regulated at the legislative
level, since new approaches are constantly being
developed to ensure the information security
of existing information systems in the NPU
and the MIA of Ukraine. Furthermore, new
information and analysis products are intro-
duced in the work of the various units of NPU
and the range of actors able to use them are
broadened. The use of information technolo-
gies in the performance of the National Police,
with appropriate legal support, may become one
of the main factors in strengthening the rule
of law in our country.
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CTAHOBJIEHHA TA PO3BUTOR II!@OPMAI.IIIZHO__—HPABOBOI‘O
3ABE3ITEYEHHA HAIIIOHAJIBHOI ITOJIIIII YKPAIHU

Anotanis. Memoto ctaTTi € PeTPOCIEKTHBHUI aHaji3 iH(pOpPMAIiiiHO-PaBOBOTO 3abe3eyeHHst
TSITHHOCTI BITYM3HSIHNUX ITPAaBOOXOPOHHMX OpTaHiB, 30kpeMa Harrionamproi nomimii Ykpainu. Pesyas-
mamu. JloBejieHO, 1[0 PO3BUTOK iH(MOPMAIIIHOTO 3a0e3eYeHHs! isIbHOCTI IPABOOXOPOHHUX OPraHiB
TIOB’sI3aHUH 3 €BOJTIOITHUMM eTanaMu PO3BUTKY iH(opMaliitHiux Texuosioriit. Busnaueno ta nmpoanasizo-
BAHO TIICTH €TAITB PO3BUTKY iH(HOPMATIiTHOTO 326€3TeYeHHS TPAaBOOXOPOHHUX OpraHiB. BeTanosiieHo, 110
BIIEpIIlE y MTPABOOXOPOHHUX OpraHaX 3alpoBa/KeHO [HCTPYKIIito 3 [inoBojicTBa B cucTeMi MiHictepcTBa
BHYTPpiIIHiX crpaB Ykpainu B 1961 p., HatomicTh cam mporiec (hopMyBaHHsI HAYKOBO-TIPAKTUYHOI OCHO-
BY iH(opMaLiiiHOro 3a6e3neveH s AiSIbHOCTI TTPAaBOOXOPOHHUX OPraHiB YKpaiHK PO3I0YaTo Ha MOYaTKy
1970-x pp. Tomi s Gyno crBopero PeciybiikaHchbKuil HAYKOBO-10CIiiHuU# iHbopMaiiiHuii iertp MBC
YPCP (uuni [lemaprament indopmartiiino-anamituunoi miarpumkn Harionanproi mosinii Yipainn) i3
HeHTpaMu 006POOKM JaHuX B yciX 06JACHUX YIPABIIHHSX BHYTpILIHIX cripaB. BusiieHo, mo cremnudika
CTBOpEHHs iH(pOPMAI[IHHUX CHCTEM TOTO Yacy ToJIArana B TOMY, 1o iHdopMaliis He 06pobJisiiacs eHTpa-
JII30BaHO, [0 BILTUBAJIO Ha IPSMUI TOCTYIT TPABOOXOPOHILB 10 EANHOI 6a3u JaHWX, a iHO/I i YHEMOIKJIIB-
JoBasio #oro. Bucnoexu. IloBHoBaxkeHHS Mo Moo iHMOpMaIIiiiHOTO, iHpOPMaIiiTHO-aHATI THYHOTO
3a0e31eueHHs1, CTBOPEHHS i 3aCTOCYBaHHS iHQOPMAIliiiHUX pecypeiB BusHaveHi y crarti 25 3akoHy YKpa-
inn «IIpo Harionaneny nomimito». [IpoanasnizoBano mpaBoBi HOPMH, IO PETYJIOOTH MisNIBHICTD Y ITiii
cepi. TeopeTuuHO OOTPYHTOBAHO, 110 TIO3UTHBHUM HOBOBBEIEHHSIM Y HOPMATUBHO-IIPABOBOMY MEXaHi3-
Mi iH(opMaIiiiHOro 3a0e3nedeH s AisIbHOCTI MO € 3aKOHOAaBYe 3aKPiIlIeHHs iH(OpMaIiiHO-aHai-
THYHOI [isITbHOCTI MO, i1 MOBHOBaXKEHD y il cdepi, mepesiky 6a3 AaHux, a TAKOXK BiAMOBIAATBHOCTI
3a HeTIpaBOMipHEe BUKOPHUCTAHHS iHGOPMAIiiiHUX pecypciB. BecTaHoBIEHO, 10 BUKOpHUCTaHHS iHbOPMa-
IHKIX TeXHOJIOTH y AismbHocTi HarionanpHoi mosinii Ykpainu 3a HalesKHOTO TIPaBOBOro 3a6e3MmedeHHst
MOJKE CTaTH O/[HUM i3 FOJIOBHUX YNHHUKIB 3MiI[HEHHS 3AKOHHOCTI B HAIIIill /lepsKaBi.

Kimiouosi cioBa: eranu pos3Butky, iHdopMailiiine 3abe3lieueHHs, [paBoBe 3abe3leYeHHs,
indopMariiinuii mopraJ, interpoBana indopmartiiina Mepexa.
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