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PROBLEMS OF THE USE OF VIDEO SURVEILLANCE 
AND VIDEO ANALYTICS SYSTEMS IN ACTIVITIES 
OF THE NATIONAL POLICE BODIES (UNITS)

Abstract. Purpose. The purpose of the article is to highlight problematic issues of the use of video 
surveillance and video analytics systems in the activities of the National Police bodies (units).

Results. The article considers the specificities and problems of the use of video surveillance and video 
analytics systems in the activities of the National Police of Ukraine. It is established that the use of video 
surveillance systems and video analytics by police officers opens up new possibilities for crime prevention, 
contributes to effective and accurate decision-making for detecting crimes, including in “hot pursuit”. It 
is noted that now only one information subsystem “Harpoon” of the information and telecommunication 
system “Information portal of the National Police of Ukraine” operates but has a limited functionality 
to work with the flow of video information and cannot fully meet users’ requests. It is determined that 
the legal and regulatory mechanism for the use of video surveillance and video analytics systems in 
Ukraine is in the early stages. In many regions of our state, the scope of regional programmes for crime 
prevention, public safety and public order “Safe City” provides for the development and improvement 
of video surveillance and video analytics systems. Statistical data and examples of “hot pursuit” detection 
with the help of video surveillance systems and video analytics are examined. Problematic issues in 
the operation of these systems are identified. The Information portal “Harpoon” and video analytics 
software ULA are analysed.

Conclusions. The study makes proposals for the development of a unified video analytics software 
with a high potential and its warranty. It is proposed to leave video cameras on the balance sheet of local 
self-governments, but to transfer the processing and storage of information received from them to the state 
level – to create single or multiple mirror servers in different parts of the country, to which all services 
concerned will be able to access after having legally obtained the relevant login and password. This will 
allow controlling access to information properly and standardizig the necessary processes.

Key words: video surveillance, video analysis, software product, access to and protection of information, 
legal and regulatory framework.

1. Introduction
The active development of information pro-

cesses and the introduction of new inventions, 
achievements and technologies into production 
and managerial processes have led not only to 
the possibility of the progressive development 
of our state but have also increased the number 
of crimes and improved the means and methods 
of committing them. Therefore, the use of video 
surveillance and video analytics systems by bod-
ies (units) of the National Police of Ukraine (fur-
ther – NPU) is increasingly relevant, since it opens 
up new possibilities for crime prevention, contrib-
utes to effective and accurate decision-making for 
detecting crimes, including in “hot pursuit”.

The video surveillance and video analyt-
ics systems of the NPU are rapidly improving 
in today’s environment, but urgent problems 
in their use arise, both in legal and technical 
terms. Now only one information subsys-
tem “Harpoon” of the information and tele-
communication system “Information portal 
of the National Police of Ukraine” (IPNP) 
(Order of the Ministry of Internal Affairs 
of Ukraine “On approval of the Instruction on 
formation of the information subsystem «Har-
poon» of the information and telecommunica-
tion system «Information portal of the National 
Police of Ukraine»”, 2018) operates, but has 
a limited functionality to work with the flow 
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of video information and cannot fully meet 
users’ requests, which has limited video flow 
functionality and is unable to fully implement 
user requests. It should also be noted that 
the NPU, which are the main users of video 
surveillance and video surveillance systems, 
require an appropriate legal and regulatory 
mechanism, which unfortunately does not 
exist at present. An analysis of the regulations 
in force shows that the legal and regulatory 
mechanism for the use of video surveillance 
and video analytics systems in Ukraine is in 
the early stages. Therefore, the issue of the fur-
ther development of the system of video sur-
veillance and video analysis, as well as the legal 
and regulatory mechanism for its use by bod-
ies (units) of the National Police of Ukraine, 
becomes particularly relevant.

The use of video surveillance systems 
and video analytics in the activities of the police 
were studied by I.V. Bondarenko, V.M. Kar-
dash, I.B. Kochetkova, O.M. Kliuev, O.V. Mak-
nytskyi, V.O. Myroshnychenko, М.О. Rusylo, 
and others. However, the dynamics of modern 
information development confirm the relevance 
of studying this problem.

The purpose of the article is to highlight 
problematic issues of the use of video surveil-
lance and video analytics systems in the activi-
ties of the National Police bodies (units).

2. Identification of the required range 
of video surveillance and intrusion detection 
equipment

Scientific and technological progress 
determines an increase in the range of video 
surveillance equipment and its penetration 
into all sectors of human activity. In 2015, 
after the adoption of the Law of Ukraine “On 
the National Police” (Pietkov, 2020), they took 
on a larger scale in the work of the NPU. The 
main objectives of video surveillance systems 
and video analytics are to prevent offences, 
reduce their number, bring perpetrators to jus-
tice and increase the public’s sense of security. 
I.V. Bondarenko, V.M. Kardash, and O.M. Kli-
uev argue that “Video surveillance systems assist 
the bodies and units of the National Police 
of Ukraine in crime prevention” (Bondarenko, 
2005; Kardash, 1999; Kliuiev, 2010).

To date, the NPU’s bodies (units) use sev-
eral types of video surveillance equipment: 
chest video recorder (body cam); dashcam; 
video cameras in administrative buildings, 
public places and roads; intelligent video-ana-
lytics software, digital video information that 
helps to solve the following tasks: aggressive 
and inappropriate behaviour of citizens towards 
police officers, abuse of power by police officers, 
unjustified use of physical force against citizens, 
as well as prevention of crimes and offences by 

prompt response to events, detecting crimes in 
“hot pursuit”.

This study focuses directly on the use 
and problems of video surveillance and video 
analysis. In many regions of our state, the scope 
of regional programmes for crime prevention, 
public safety and public order “Safe City” pro-
vides for the development and improvement 
of video surveillance and video analytics sys-
tems. The territorial bodies of the National 
Police are primarily interested in introduc-
ing such systems, since their use has a posi-
tive impact on the detection and investigation 
of criminal offences and on the prevention 
of administrative offences.

According to the NPU, more than 38,000 
CCTV cameras were installed under the regional 
programmes “Safe City” in Ukraine, of which 
18,708 were installed in regional centres, 19,846 
in other cities and towns of the state. It should be 
noted that information from 21,946 video cam-
eras is given the Emergency Operations Cen-
tres of the General Directorates of the National 
Police in the Regions (GDNP) for further use 
in the performance of official duties. More than 
3 thousand of these cameras are connected to 
the software of IS Harpoon IPNP, as well as 
other video analytics systems integrated into 
the IPNP system, thanks to which cities, such 
as Kyiv, Dnipro, Odesa, Chernivtsi, Chernihiv, 
have improved the tendency to detect crimes 
just committed.

For example, police officers of the Depart-
ment of Organizational and Analytical Sup-
port and Operational Response of the GDNP 
in the Dnipropetrovsk region (dispatchers 
and emergency operations analysts) thanks 
to the reactions of the video analytics system 
ULA software complex, in real time mode, 
timely respond and guide in detail police units 
to detect transport in search, in accordance 
with information subsystem Wanted vehicles 
of the IPNP. As a result of the measures taken, 
in the last four years, 476 wanted vehicles were 
seized (in 2018 – 77; in 2019 – 243; in 2020 – 
141; in the first half of 2021 – 15). In particular, 
on November 9, 2018, the department of 102 
of the GDNP in Dnipropetrovsk region received 
a report from a citizen about the theft of two 
state license plates from his car Geely in Dni-
pro. In 10 minutes, the dispatcher with the help 
of the video analytics software ULA discovered 
the car Skoda-Superb on which the stolen state 
license plate was mounted and guided the police 
that detained the vehicle and persons of Cauca-
sian nationality who were inside.

It should be noted that only an intelligent 
video analytics system, as a multiplier of force, 
augmenting the efforts of limited police per-
sonnel, can provide a greater long-term return 
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on investment in video surveillance. Through 
intelligent elements, the video analytics soft-
ware can: perform continuous data processing; 
perform rapid search by vehicle registration 
numbers; determine hard evidence in court, etc. 
(Action plan of the National Police of Ukraine 
aimed at improving the system of rapid response 
to offenses or events during the IV quarter 
of 2020 and 2021, 2020).

It should be noted that, in order to 
improve the effectiveness of its work, 
the Ministry of Internal Affairs has drawn up 
the Strategy for the development of the system 
of the Ministry of Internal Affairs of Ukraine 
(Order of the Cabinet of Ministers of Ukraine 
“On approval of the Strategy for the develop-
ment of the system of the Ministry of Internal 
Affairs of Ukraine until 2020”, 2017), Concept 
of the program of informatization of the system 
of the Ministry of Internal Affairs of Ukraine 
and central executive bodies, whose activities 
are directed and coordinated by the Cabinet 
of Ministers of Ukraine through the Minister 
of Internal Affairs of Ukraine for 2021–2023 
(Order of the Ministry of Internal Affairs 
of Ukraine “On announcing the decision 
of the board of the Ministry of Internal Affairs 
of Ukraine”, 2021), with a view to maximizing 
the use of information and communications 
technology in the performance of official duties, 
including video surveillance systems.

However, to date, the NPU own no unified 
powerful video-analytics software product. 
Currently, the IP Harpoon operates in the IPNP 
system of the NPU (Regulations on the informa-
tion and telecommunication system “Informa-
tion Portal of the National Police of Ukraine”, 
2017), but its functional capacity is significantly 
reduced in comparison with the functional soft-
ware of video analytics ULA, and is designed for 
statistical comparison of information received 
from the video cameras with transport infor-
mation recorded in the IPNP system about 
wanted vehicles, and in case of its detection dis-
patchers DOASOR of the GDNP are informed 
by automatic creation of electronic card 102 
of IPNP, which also contributes to the detec-
tion of crimes (Order of the Ministry of Internal 
Affairs of Ukraine “On approval of the Instruc-
tion on the organization of response to state-
ments and notifications about criminal, admin-
istrative offenses or events and operative 
informing in bodies (units) of the National 
police of Ukraine”, 2020).

In connection with the above, individual 
GDNP additionally use the video analytics soft-
ware product ULA, developed by Odesa private 
enterprise LanTek. This video analytics software 
functionally allows to determine the direction 
of a car, its characteristics, the track of a route 

over a certain period, etc. At the same time, 
the use of such software, developed by private 
enterprises, has a negative impact on the budget 
of the country or the Ministry of Internal 
Affairs of Ukraine, the NPU and the GDNP, 
since, in addition to the purchase, it is necessary 
to budget its waranty annually, which in 2021 
is estimated to be 1 million 197 UAH (Lyt-
vin, 2021). In our view, these costs could have 
been avoided if the NPU had a similar unified 
video analytics product, the warranty thereof 
the Department of Information Analysis Sup-
port (DIAS) of the NPU was free.

At the same time, in Ukraine, together 
with the positive aspects of the application 
of the capabilities of video surveillance systems 
and video analytics by the NPU, problematic 
legal issues regarding their use, as well as inad-
equate protection of the information received, 
exist. In particular, video surveillance data 
greatly facilitates the work of the NPU, but any 
such case could potentially collapse in court, 
law does not find such evidence admissible. 
A lawyer could convince a judge that such evi-
dence had been obtained in an irregular manner 
and therefore could not be admitted.

3. Ways to address the problematic issues 
of video surveillance and intrusion detection

The Association of Ukrainian Human 
Rights Monitors (further – Association 
UMDPL) systematically examines problem-
atic issues in the use of video surveillance 
and video analytics in the work of the NPU. In 
particular, on 15 October 2019, during a round 
table at the Ukrainian Media Crisis Centre, 
M.V. Kameniev, an expert of the Association 
UMDPL, drew attention to the absence of a leg-
islative basis for the establishment of video sur-
veillance systems in public places. Individual 
local self-governments have only approved 
the Regulations on the operation of video sur-
veillance systems, but all of them have short-
comings (Decision of the Kirovohrad City 
Council “On approval of the Program of imple-
mentation of the video surveillance system for 
the protection of public order in Kirovohrad”, 
2011). This potentially poses a risk that 
an order of a court or other authorized body can 
ban the use of cameras installed. The second 
problem is the uncertainty of who can access 
the digital data of these cameras. According 
to M.V. Kameniev, the results of the inspec-
tions revealed that access to video information 
and its retention period were different, and that 
the requirements for the protection of such 
information were not met. There is almost 
no warning of filming, although there should 
be a warning at the video surveillance sites 
and information on who is conducting the video 
surveillance and how to contact them.
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The situation regarding the use of vid-
eo-analytics software, such as the identification 
of license plates of vehicles and faces has also 
not been regulated. This functionality exists in 
many of the installed CCTV cameras. In addi-
tion, in Ukraine, in most cases faces of individ-
uals are not considered as personal information 
to be protected under the Law of Ukraine “On 
Personal Data Protection” (Law of Ukraine 
“On Personal Data Protection”, 2010). As 
of May 2021, 224 cameras operate in Kyiv 
that functionally provide facial identification 
(Karpenko, 2021).

However, according to the case law 
of the European Court of Human Rights, 
an individual’s face is personal data. I.Yu. Lish-
chyna, Deputy Minister of Justice of Ukraine, 
Commissioner for the European Court 
of Human Rights, argues that video surveillance 
systems are widely used in European Union 
countries, but there are clear requirements for 
the use of cameras, namely that the use of data 
does not violate citizens’ rights to personal data 
protection and privacy” (Myroshnychenko 
et al., 2020).

In our opinion, it is most appropriate to 
leave video cameras on the balance sheet of local 
self-governments, but to transfer the processing 
and storage of information received from them 
to the state level – to create single or multiple 
mirror servers in different parts of the country, 
to which all services concerned will be able to 
access after having legally obtained the relevant 
login and password. This will enable to properly 
control access to information and standardize 
the necessary processes.

In addition, it should be underlined that 
Chinese-made cameras of Hikvision are most 
often used in Ukraine, which are of good func-
tionality, rather reliability and of simple config-
uration. However, there are legal concerns about 
their use, since the company, 42% of which is 
owned by the Chinese government, has been on 
is on the U.S. Department of Commerce sanc-
tions list for China’s human rights violations. 
In April 2021, due to the violation of the rights 
of Uighurs in the re-education camps of China, 
EU countries abandoned the use of video cam-
eras Hikvision, installed in EU countries in 2020 
for temperature measurements. Previously, in 
2020, the Government Pension Fund Global 
of Norway, which invested oil and gas revenues 
in various companies, excluded the Chinese 
company Hikvision from investing because it 
was involved in serious human rights violations 
(Savenas, 2019).

In addition, in 2019, Lithuanian researcher 
Thomas Savenas underlined the vulnerability 
of the video camera Hikvision, namely inade-
quate protection of information (in video cam-

eras backdoor is set allowing to remotely get 
administrative access to video cameras, even 
after the manufacturer has updated their soft-
ware, to date it remains in question) (Savenas, 
2019).

It should be noted that in 2021, the Security 
Service of Ukraine was also not stayed away 
from this security problem and made recom-
mendations to the National Police of Ukraine 
on underscoring negative factors when using 
video surveillance and video analytics systems 
of software of foreign manufacture by subordi-
nate bodies and units.

In order to address the above-mentioned 
problems with regard to the regulatory mecha-
nism for the use of video surveillance and video 
analytics systems by bodies and units of the NPU, 
and the implementation of a security monitor-
ing system, that is, a large-scale use of technical 
means and devices, in particular with the func-
tions of photo, audio, video recording, that ena-
ble to record and early detect offences, to iden-
tify various objects, and moreover, pursuant to 
the Plan of legislative work of the Verkhovna 
Rada of Ukraine for 2021, the Ministry of Inter-
nal Affairs of Ukraine and the NPU are planning 
to draft and submit the draft Law of Ukraine On 
Security Monitoring Systems to the Verkhovna 
Rada of Ukraine for consideration and adop-
tion (Order of the National Police of Ukraine 
“On approval of the Action Plan of the National 
Police of Ukraine for the implementation 
of the Plan of legislative work of the Verkhovna 
Rada of Ukraine for 2021”, 2021).

4. Conclusions
The analysis of the material on the intro-

duction of video surveillance and video ana-
lytics systems in the activities of bodies (units) 
of the NPU allows concluding that it is neces-
sary to develop this trend. Therefore, in order to 
improve the performance of the video surveil-
lance and video analytics systems, we propose:

– the Department of Information and Ana-
lytical Support of the NPU to develop a unified 
video analytics software with a high potential 
and its warranty;

– to further develop the draft Law 
of Ukraine “On Security Monitoring Systems”, 
which provides for: basic concepts and princi-
ples of video surveillance and video analytics 
systems; the scope of the Law; forms; the for-
mat; protocols for the information exchange; 
the terms of its storage; the places where they 
may be installed; the procedure for informing 
the public about video surveillance and their 
rights in the video surveillance zone; the obli-
gations of the entities installing the systems; 
the procedure for access to the information 
received; technical specifications and equip-
ment unification.



63

12/2021
A D M I N I S T R A T I V E  L A W  A N D  P R O C E S S

References:

Bondarenko, I.V. (2005). Pravookhoronni orhany Ukrainy ta yikh funktsii [Law enforcement agencies of 
Ukraine and their functions]. Pravo Ukrainy – Law of Ukraine, no. 7, pp. 53–56 (in Ukrainian).

Kardash, V.M. (1999). Pravookhoronna diialnist: poniattia, osoblyvosti ta funktsii [Law enforcement: con-
cepts, features and functions]. Derzhava i pravo – State and law, no. 3, pp. 238–243 (in Ukrainian).

Karpenko, O.V. (2021). Dlia videonabliudeniia v Kieve godami zakupaiut kamery “Hikvision”. U 
nikh problemy s bezopasnostiu, i ne tolko [“Hikvision” cameras have been purchased for video surveillance 
in Kiev for years. They have security problems, and more]. Ain: Internet journal. Retrieved from: https:// 
ain.ua/2021/05/18/hikvision-v-kieve-chto-ne-tak/ (in Russian).

Kliuiev, O.M. (2010). Problemy vzaiemodii pidrozdiliv orhaniv vnutrishnikh sprav na rehionalnomu rivni 
[Problems of interaction of subdivisions of internal affairs bodies at the regional level]. Extended abstract of 
Doctor’s thesis. Kharkiv: Kharkiv National University of Internal Affairs (in Ukrainian).

Lytvin, O.M. (2021). Informatsiinyi lyst pryvatnoho pidpryiemstva “LanTek” [Information letter of a private 
enterprise “LanTek”]. Odesa (in Ukrainian).

Myroshnychenko, V.O., Kochetkova, I.B., Makhnytskyi, O.V. (2020). Vykorystannia videoanalityky u 
roboti Natsionalnoi politsii [Use of video analytics in the work of the National Police]. Dnipro: Dnipropetrovsk 
State University of Internal Affairs (in Ukrainian).

Nakaz Ministerstva vnutrishnikh sprav Ukrainy “Pro zatverdzhennia Instruktsii z formuvannia infor-
matsiinoi pidsystemy «Harpun» informatsiino-telekomunikatsiinoi systemy «Informatsiinyi portal Natsion-
alnoi politsii Ukrainy»” vid 13 chervnia 2018 r. № 497 [Order of the Ministry of Internal Affairs of Ukraine 
“On approval of the Instruction on formation of the information subsystem «Harpoon» of the information 
and telecommunication system «Information portal of the National Police of Ukraine»” from June 13, 2018 
№ 497]. (2018). zakon.rada.gov.ua. Retrieved from: https://zakon.rada.gov.ua/laws/show/z0787-18#Text 
(in Ukrainian).

Nakaz Ministerstva vnutrishnikh sprav Ukrainy “Pro zatverdzhennia Instruktsii z orhanizatsii reahuvan-
nia na zaiavy i povidomlennia pro kryminalni, administratyvni pravoporushennia abo podii ta operatyvnoho 
informuvannia v orhanakh (pidrozdilakh) Natsionalnoi politsii Ukrainy” vid 27 kvitnia 2020 r. № 357 [Order 
of the Ministry of Internal Affairs of Ukraine “On approval of the Instruction on the organization of response to 
statements and notifications about criminal, administrative offenses or events and operative informing in bodies 
(units) of the National police of Ukraine” from April 27, 2020 № 357]. (2020). zakon.rada.gov.ua. Retrieved 
from: https://zakon.rada.gov.ua/laws/show/z0443-20#Text (in Ukrainian).

Nakaz Ministerstva vnutrishnikh sprav Ukrainy “Pro oholoshennia rishennia kolehii Ministerstva vnutr-
ishnikh sprav Ukrainy” vid 22 kvitnia 2021 r. № 301 [Order of the Ministry of Internal Affairs of Ukraine “On 
announcing the decision of the board of the Ministry of Internal Affairs of Ukraine” from April 22, 2021 № 301]. 
(2021). mvs.gov.ua. Retrieved from: https://mvs.gov.ua/upload/document/wofKDy2dpxguC64WHt8e7crK-
Usx3WsaUGUElGH24.pdf (in Ukrainian).

Nakaz Natsionalnoi politsii Ukrainy “Pro zatverdzhennia Planu zakhodiv Natsionalnoi politsii Ukrainy z 
vykonannia Planu zakonoproektnoi roboty Verkhovnoi Rady Ukrainy na 2021 rik” vid 26 travnia 2021 r. № 455 
[Order of the National Police of Ukraine “On approval of the Action Plan of the National Police of Ukraine 
for the implementation of the Plan of legislative work of the Verkhovna Rada of Ukraine for 2021” from May 
26, 2021 № 455]. (2021). mvs.gov.ua. Retrieved from: https://mvs.gov.ua/uk/documents/normativno-pravo-
vi-akti/nakaz-vid-28122020-920-pro-zatverdzennya-planu-osnovnix-zaxodiv-ministerstva-vnutrisnix-sprav-
ukrayini-na-2021-rik (in Ukrainian).

Pietkov, S.V. (ed.) (2020). Zakon Ukrainy “Pro Natsionalnu politsiiu”: naukovo-praktychnyi komentar 
(stanom na 20 travnia 2020 r.) [Law of Ukraine “On the National Police”: scientific and practical commentary (as 
of May 20, 2020)]. Kyiv: Profesional (in Ukrainian).

Plan zakhodiv Natsionalnoi politsii Ukrainy, spriamovanykh na vdoskonalennia systemy operatyvnoho 
reahuvannia na pravoporushennia abo podii vprodovzh IV kvartalu 2020 roku ta 2021 roku: pryiniatyi 9 lysto-
pada 2020 r. [Action plan of the National Police of Ukraine aimed at improving the system of rapid response 
to offenses or events during the IV quarter of 2020 and 2021 from November 9, 2020]. (2020). mvs.gov.ua. 
Retrieved from: https://mvs.gov.ua/upload/document/rfrK7MdoqbtLjsF2N7qi6FfKlDg8QbQhEadsUEik.
doc+&cd=5&hl=uk&ct=clnk&gl=ua (in Ukrainian).

Polozhennia pro informatsiino-telekomunikatsiinu systemu “Informatsiinyi portal Natsionalnoi politsii 
Ukrainy”: pryiniate nakazom Ministerstva vnutrishnikh sprav Ukrainy vid 3 serpnia 2017 r. № 676 [Regula-
tions on the information and telecommunication system “Information Portal of the National Police of Ukraine” 
adopted by order of the Ministry of Internal Affairs of Ukraine from August 3, 2017 № 676]. (2017). zakon.rada.
gov.ua. Retrieved from: https://zakon.rada.gov.ua/laws/show/z1059-17#Text (in Ukrainian).

Rishennia Kirovohradskoi miskoi rady “Pro zatverdzhennia Prohramy vprovadzhennia systemy vide-
osposterezhennia dlia okhorony hromadskoho pravoporiadku m. Kirovohrada” vid 7 hrudnia 2011 r. № 1105 
[Decision of the Kirovohrad City Council “On approval of the Program of implementation of the video surveil-
lance system for the protection of public order in Kirovohrad” from December 7, 2011 № 1105]. (2011). www.



64

12/2021
A D M I N I S T R A T I V E  L A W  A N D  P R O C E S S

kr-rada.gov.ua. Retrieved from: https://www.kr-rada.gov.ua/uploads/documents/ua-rishennya-risenya-1105.
pdf (in Ukrainian).

Rozporiadzhennia Kabinetu Ministriv Ukrainy “Pro skhvalennia Stratehii rozvytku systemy Ministerstva 
vnutrishnikh sprav Ukrainy do 2020 roku” vid 15 lystopada 2017 r. № 1023-р [Order of the Cabinet of Ministers 
of Ukraine “On approval of the Strategy for the development of the system of the Ministry of Internal Affairs of 
Ukraine until 2020” from November 15, 2017 № 1023-р]. (2017). zakon.rada.gov.ua. Retrieved from: https://
zakon.rada.gov.ua/laws/show/1023-2017-р#Text (in Ukrainian).

Savenas, T. (2019). Hikvision Camera Backdoor. Retrieved from: https://tomas-savenas.medium.com/hik-
vision-camera-backdoor-51cd3de22062 (in English).

Zakon Ukrainy “Pro zakhyst personalnykh danykh” vid 1 chervnia 2010 r. № 2297-VI [Law of Ukraine 
“On  Personal Data Protection” from June 1, 2010 № 2297-VI]. (2010). zakon.rada.gov.ua. Retrieved from: 
https://zakon.rada.gov.ua/laws/show/2297-17#Text (in Ukrainian).

Ігор Іванов, 
кандидат юридичних наук, кандидат технічних наук, заслужений працівник транспорту 
України, голова, Асоціація «Запорожоблавтотранс», вулиця Покровська, 30, Запоріжжя, 
Україна, індекс 69063, ieivanow@gmail.com
ORCID: orcid.org/0000-0002-9650-1293

ПРОБЛЕМАТИКА ЗАСТОСУВАННЯ СИСТЕМИ ВІДЕОСПОСТЕРЕЖЕННЯ 
ТА ВІДЕОАНАЛІТИКИ В ДІЯЛЬНОСТІ ОРГАНІВ (ПІДРОЗДІЛІВ) 
НАЦІОНАЛЬНОЇ ПОЛІЦІЇ УКРАЇНИ

Анотація. Метою статті є виокремлення проблемних питань у застосуванні органами (під-
розділами) Національної поліції України у своїй діяльності систем відеоспостереження та відеоа-
налітики.

Результати. У статті розглянуто особливості та проблематику застосування в діяльності Наці-
ональної поліції України систем відеоспостереження та відеоаналітики. З’ясовано, що використан-
ня поліцейськими систем відеонагляду та відеоаналітики відкриває нові можливості для профілак-
тики злочинності, сприяє ефективному й точному прийняттю рішень із метою розкриття злочинів, 
зокрема й «по гарячих слідах». Констатовано, що наразі в Національній поліції України функціонує 
лише одна інформаційна підсистема «Гарпун» інформаційно-телекомунікаційної системи «Інфор-
маційний портал Національної поліції України», у якої функціонал роботи з потоком відеоінфор-
мації обмежений – вона не здатна повною мірою реалізувати запити користувачів. Визначено, що 
використання систем відеоспостереження та відеоаналітики в Україні перебуває на ранніх стадіях 
правового регулювання. У багатьох регіонах нашої держави в межах регіональних програм про-
філактики злочинності, забезпечення публічної безпеки та порядку «Безпечне місто» передбачені 
заходи щодо розвитку та розбудови систем відеоспостереження й відеоаналітики. Проаналізовано 
статистичні дані та приклади розкриття злочинів «по гарячих слідах» за допомогою систем відеос-
постереження та відеоаналітики. Окреслено проблемні питання роботи цих систем. Проаналізова-
но роботу інформаційного порталу «Гарпун» та програмного забезпечення відеоаналітики «ULA».

Висновки. Надано пропозиції щодо розроблення єдиного програмного забезпечення системи 
відеоаналітики з потужним потенціалом та його гарантійного супроводу. Запропоновано залишити 
відеокамери на балансі органів місцевого самоврядування, проте обробку та зберігання інформації, 
отриманої з них, передати на державний рівень – створити єдиний чи декілька дзеркальних серве-
рів у різних частинах країни, до яких зможуть мати доступ усі зацікавлені служби після отримання 
в законному порядку відповідного логіну та паролю. Це дасть змогу належним чином контролювати 
доступ до інформації та стандартизувати необхідні процеси.
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